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We compare three fundamentally distinct security primitives: AES and

ChaCha20, which are mature symmetric encryption ciphers for confiden-
tiality, and ENI6MA, a stateless, keyless proof-of-knowledge (PoK) pro-
tocol for authentication and session binding. While AES and ChaCha20 excel
at encrypting data when keys are properly managed, ENI6MA addresses a dif-
ferent—and increasingly urgent—problem: eliminating long-lived secrets and
making captured artifacts (logs, transcripts, phishing kits) useless by design.

What they are
• AES is a block cipher standardized by NIST (128-bit blocks; 128/192/256-
bit keys). It is widely deployed (TLS, VPNs, disk encryption) and enjoys
substantial hardware acceleration (AES-NI).

• ChaCha20 is an ARX stream cipher (add-rotate-xor) optimized for soft-
ware speed and constant-time behavior, preferred in mobile and con-
strained environments (often paired with Poly1305).

• ENI6MA is not an encryptor of bulk data. It’s a human- and machine-
compatible authentication primitive that proves knowledge of an or-
dered secret without exporting or storing a persistent key. It uses
per-session entropy and time to rotate and foliate symbol alphabets
into “zones,” so each login yields one-time witnesses that a verifier can
check but an eavesdropper cannot reuse.

Secret model and replay
• AES/ChaCha20 require long-lived symmetric keys and reliable nonce/counter

management. Replay protection sits outside the cipher (protocol-level
nonces, MACs, sequence numbers). If a key is leaked, the system is com-
promised until rotation; misuse or reuse of nonces can be catastrophic
(especially for stream ciphers).

• ENI6MA eliminates static keys entirely. The “secret” is a membership
trajectory across disjoint alphabets, coupled with a private morphism
that maps user actions to zones. Fresh entropy and the current time τ
reconfigure the manifold each session; transcripts are one-time fos-
sils—capturable but not reusable.
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Security posture
• AES/ChaCha20: No practical cryptanalytic breaks are known; security
reduces to key strength (≥2ˆ128 for AES-128; ≥2ˆ256 for ChaCha20) and
sound implementation (constant-time code, correct nonce handling, secure
key storage).

• ENI6MA: Soundness is explicit and tunable:

Pr[forge] ≤ C−L + 2−λ

where C is zone count, L is ceremony length (rounds), and λ is entropy
size. Anti-replay is structural because τ directly alters per-round geom-
etry. Transcripts are simulatable (passive ZK property), so observers
learn nothing reusable about the secret or morphism.

Efficiency and UX
• AES is extremely fast with hardware support; ChaCha20 outperforms
AES in software-only paths due to ARX simplicity. Both are machine-
centric.

• ENI6MA runs in O(L) with O(1) memory: each round performs a rota-
tion, a foliation, and a membership test. Critically, ENI6MA is human-
compatible: by visually (or otherwise) clustering symbols, people iden-
tify the correct zone in constant perceptual time (Gestalt recogni-
tion). That enables short, sub-second ceremonies with quantifiable assur-
ance—without OTPs or shared secrets.

Attack surfaces and controls
• AES/ChaCha20: Primary risks are key exfiltration, nonce misuse,
and side channels (cache-timing, EM). Mitigations include hardware en-
claves, HSMs, strict nonce management, and constant-time implementa-
tions.

• ENI6MA: With keys removed, focus shifts to entropy quality, trusted
time τ , and morphism sealing (preventing extraction from binaries).
Practical defenses include diversified builds, TEEs, constant-time paths,
and audit logs of non-secret indices and offsets.

Fit for purpose
• Choose AES or ChaCha20 when you need confidentiality for data

in transit or at rest. They are mature, efficient, and widely interopera-
ble—provided your key lifecycle is robust.
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• Choose ENI6MA when the primary risk is credential theft, phishing,
replay, or database breach. ENI6MA shines where zero-custody
authentication and session uniqueness matter: human login flows,
AI–human or device attestations, and IoT identity, particularly in envi-
ronments hostile to secret storage.

Interoperability and composition
ENI6MA and symmetric ciphers are complementary. A pragmatic design is:

1. Use ENI6MA to authenticate statelessly and derive an ephemeral ses-
sion key (via KDF from per-round state).

2. Use AES-GCM or ChaCha20-Poly1305 with that ephemeral key for
confidentiality and integrity during the session.

3. Store only receipts (indices/offsets), not secrets; a breach yields inert
artifacts.

Decision guide
• You must encrypt bulk data? → AES (with AES-NI) or ChaCha20

(software-first).

• You must stop phishing/replay and eliminate key custody? →
ENI6MA for the login ceremony.

• You need both? → ENI6MA for authentication + AES/ChaCha20 for
the channel.

Bottom line
AES and ChaCha20 are best-in-class encryption engines—but they inherit the
fragile economics of key custody. ENI6MA reframes the problem: it proves
knowledge without storing a key, makes every session geometrically unique, and
yields transcripts that can be archived yet never replayed. For modern systems
where the most common failures are stolen credentials and replay, ENI6MA
is the missing front-end primitive that pairs naturally with traditional ciphers
to deliver both strong authentication and high-throughput confidential-
ity—with radically less custodial risk.

1. Cryptographic Class
• AES (Advanced Encryption Standard):

A block cipher standardized by NIST. Operates on 128-bit blocks with
key sizes of 128, 192, or 256 bits. Symmetric encryption scheme.
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• ChaCha20:
A stream cipher designed by D. J. Bernstein. Based on ARX (add–rotate–xor)
operations. Provides fast symmetric encryption, often paired with Poly1305
for authentication.

• ENI6MA (Rosario–Wang Formalism):
Not a block or stream cipher. It is a stateless, keyless proof-of-
knowledge protocol where authentication and ephemeral session bind-
ing come from spatio-temporal foliations of alphabets, entropy, and
time. It does not rely on stored private keys or reusable credentials.

2. Key / Secret Model
• AES: Requires a long-lived secret key (128–256 bits). If leaked, the system
is permanently compromised until the key is rotated.

• ChaCha20: Requires a long-lived symmetric key (256 bits) and nonce.
Security collapses if reused or leaked.

• ENI6MA: Does not store or export long-lived keys. The “secret” is
a commitment trajectory across disjoint alphabets, plus a private
morphism mapping user inputs to zone indices. Each session generates
fresh witnesses using entropy and time; transcripts are one-time fossils.

3. Mathematical Security
• AES:
Security relies on block-cipher resistance to linear/differential cryptanaly-
sis. No known practical breaks; brute force requires 2ˆ128 operations for
AES-128.

• ChaCha20:
Security rests on ARX diffusion and statistical uniformity. No feasible
attacks better than brute force on its 256-bit key space.

• ENI6MA:
Forgery bound is explicitly parameterized:

Pr[forge] ≤ C−L + 2−λ

– $C$ = zone cardinality (e.g., 6)

– $L$ = length of commitment (e.g., 6–8 rounds)

– $\lambda$ = entropy size (e.g., 512 bits)

Example: $(C=6, L=6, \lambda=512)$ → error ≈ $1.6 \times 10ˆ{-5}$,
dominated by $6ˆ{-6}$. Replay is provably impossible since time τ
reconfigures manifolds each session.
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4. Zero-Knowledge & Replay Resistance
• AES: Not zero-knowledge. Encrypted ciphertext is reusable; replay pro-
tection must be implemented separately (nonces, MACs, session counters).

• ChaCha20: Same as AES — replay prevention is external (nonces, coun-
ters).

• ENI6MA:
Zero-knowledge is built-in (transcripts simulatable without secrets).
Anti-replay is structural:

ẽi = (τ · ei) mod 1000

ensures every session’s witnesses differ. Transcripts cannot be reused, even
with full capture.

5. Efficiency
• AES: Very fast on hardware (AES-NI), slower on pure software.

• ChaCha20: Faster than AES in software-only contexts (ARX operations
avoid S-box lookups). Good for mobile/IoT.

• ENI6MA: Verification cost is O(L) rounds with O(1) memory. Each
round: one rotation, one foliation, one membership test. Comparable
to AES-class speed on SIMD platforms, while remaining cognitively er-
gonomic for humans.

6. Human Compatibility
• AES / ChaCha20: Machine-centric. Humans cannot meaningfully “per-

form” these ciphers.

• ENI6MA: Explicitly human-compatible. Authentication can be per-
formed with cards, tokens, or visual/gestural UI where a human recognizes
clusters (Gestalt perception) in O(1) perceptual time. Humans are actu-
ally faster than machines at the recognition step, a reversal of standard
cryptographic asymmetry.

7. Attack Surfaces
• AES: Vulnerable to key exfiltration, side-channels (cache-timing, EM), or
weak key management.

• ChaCha20: Similar — strong cryptographic core, but dependent on se-
cure nonce and key handling.

• ENI6MA: Eliminates static keys. Attack surfaces shift to:
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– entropy quality,

– trusted time τ ,

– morphism extraction from binaries.
Even if an adversary fully records transcripts, they cannot reuse or
invert them.

8. Use Cases
• AES: General-purpose encryption (TLS, VPNs, disk encryption).

• ChaCha20: High-speed encryption in environments without AES hard-
ware support (e.g., TLS 1.3, QUIC, mobile).

• ENI6MA: Stateless authentication, anti-phishing login ceremonies, AI–human
attestation, IoT/edge identity, federated access where zero-custody secrets
are mandatory.

Summary Table

AES
• Cipher Type: Block cipher

• Key Model: Long-lived symmetric key

• Replay Resistance: External (nonces, MACs)

• Zero-Knowledge: No

• Efficiency: Fast (with AES-NI)

• Human Usability: None

• Forgery Bound: 2ˆ-128 or higher

• Attack Surface: Key leakage, side channels

ChaCha20
• Cipher Type: Stream cipher (ARX)

• Key Model: Long-lived symmetric key

• Replay Resistance: External (nonces, counters)

• Zero-Knowledge: No

• Efficiency: Faster in software

• Human Usability: None
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• Forgery Bound: 2ˆ-256

• Attack Surface: Nonce misuse, side channels

ENI6MA
• Cipher Type: Proof-of-Knowledge / authentication primitive

• Key Model: No persistent keys; ephemeral witnesses

• Replay Resistance: Built-in (time τ reconfigures manifold)

• Zero-Knowledge: Yes (passive transcripts simulatable)

• Efficiency: O(L), constant memory; AES-class speed

• Human Usability: Designed for human-fast recognition

• Forgery Bound: ≤ Cˆ-L + 2ˆ-λ

• Attack Surface: Entropy, time, morphism sealing

Bottom line:
AES and ChaCha20 are symmetric encryption primitives, excellent for
confidentiality but reliant on key custody.
ENI6MA is a new authentication primitive — not a drop-in replacement,
but a different paradigm: keyless, stateless, anti-replay by construction, and
uniquely human-compatible.

7


