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NEW DIMENSIONS IN ZERO-INFORMATION CRYP-
TOGRAPHY
Abstract
This paper presents a unified account of the Rosario / Wang
New Dimensions construction: a commitment and proof ar-
chitecture in which the secret is not compressed into the public
record and then protected by computational difficulty, but is ab-
sent from the observable channel under stated balance, fresh-
ness, and sealing assumptions. The construction joins three
formal objects. A Structured Ambiguity Container (SAC)
publishes a scaffold ℱ that displays 𝑘𝑛 plausible selector paths
while withholding the private path 𝜎. An Entropic Hyper-
plane Protocol (EHP) derives session-specific balanced man-
ifolds and lets the prover answer in a synonym vocabulary
through a private morphism 𝜑 ∶ ℋ → Σ. A Secure Verifi-
cation Environment (SVE) performs membership checks and
accumulation internally and emits only a nonce-scoped event
bit 𝑌 . Under the Four Pillars P1-P4, namely path-complete pro-
jection, uniform private synonyms, zero mutual information,
and session-bound freshness, the observable channel satisfies
a Shannon-style zero-information condition:

𝐼(𝐽; 𝑂 ∣ 𝐶) = 𝐼(𝜑; 𝑂 ∣ 𝐶) = 𝐼(𝜎; 𝑂 ∣ 𝐶) = 𝐼(𝑀; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This Shannon secrecy equation es-
tablishes that the conditional mutual information between any
of the private coordinates (the active secret index 𝐽 , private
morphism 𝜑, selector path 𝜎, or underlying message content
𝑀) and the observable transcript 𝑂, given public context 𝐶, is
exactly zero, ensuring complete privacy of all hidden parame-
ters.

The ideal SAC/EHP/SVE model isolates a channel-shaping
route to the same class of zero mutual information associ-
ated with the Vernam one-time pad, while the ENI6MA oper-
ational protocol supplies an engineering embodiment with ex-
plicit obligations: nonce reservation, 𝜏 binding, burn-before-
validate semantics, proof payload tiers, and constant-time ver-
ification. This paper contributes definitions and construc-
tions for the three-layer stack, theorem statements with proof
sketches, comparison against computational, zero-knowledge,
and OTP bases, parameter guidance, an engineering embod-
iment section, and appendices for notation, proof details, fig-

ure index, implementation constraints, application sketches, re-
lated landscape, and glossary.

1. Introduction
The public-key revolution changed cryptography by changing
where the secret could safely reside. Before public-key meth-
ods, the secret was often entangled with the whole mechanism;
after Diffie-Hellman and RSA, the mechanism could be public
and the secret could survive as a trapdoor hidden behind a func-
tion that was easy to compute and hard to invert. That move
made the modern network possible. It also left a structural
residue: in a computational public artifact, the secret remains
determinately related to what is public. The adversary may not
be able to compute the inverse today, but the inverse exists as
a mathematical object. Security is therefore a statement about
time, algorithms, and hardware.

The construction developed here pursues a different target.
It asks whether a prover can publish or interact with a public
object while leaving no recoverable signal about the hidden
state in the public record. The aim is not to make inversion
expensive. It is to arrange the channel so that the inverse prob-
lem is not well formed from the adversary’s data. This is the
relocation thesis of the New Dimensions line of work: long-
horizon cryptographic confidence should be moved from the
adversary’s clock to the information content of the transcript,
as illustrated in Figure 2.

The relevant precedent is Shannon’s treatment of secrecy.
In the Vernam one-time pad, perfect secrecy follows because
every plaintext is equally consistent with a ciphertext when
the key is uniform, secret, message-length, and single-use. In
mutual-information form, 𝐼(𝑀; 𝐶) = 0. That result does not
depend on any bound on the adversary’s computation. The cost
is operational: a key at least as long as the message, distributed
out of band, used exactly once. The Rosario / SAC-EHP-SVE
construction is not an encryption pad and should not be de-
scribed as the same mechanism. It is an orthogonal route to a
channel-level equality. Instead of uniformity over a message-
length key, it uses uniformity over a balanced public projection
and a private synonym morphism. Instead of making the key
single-use, it makes the session geometry and nonce single-
use.

The construction has three layers. The first layer is a public
structured ambiguity scaffold. A table, board, matrix, wheel,
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holographic carrier, or digital manifold displays every candi-
date route. The private fact is not which cell exists, because
all cells exist; it is which path the prover privately selects. The
second layer is a proof interaction over an entropy-derived hy-
perplane manifold. The prover locates secret symbols in the
current manifold but emits only private synonyms rather than
public leaf labels. The third layer is a sealed verifier. The ver-
ifier inverts the synonym internally, checks membership inter-
nally, accumulates internally, and emits only a final event bit.
The observer may record the challenge, the responses, and the
verdict; in the ideal model, this record has surface entropy but
zero effective mutual information about the hidden state.

This paper synthesizes the narrative statement of the con-
struction, the formal SAC/EHP/SVE proof apparatus, and the
ENI6MA implementation vocabulary. The emphasis is preci-
sion rather than maximal claim strength. Hiding of the selector
path in the public scaffold is information-theoretic under the
path-completeness and balance model. Binding of a published
tag is computational when implemented by a hash. Replay re-
sistance is strict in the ideal session-type model and ledger-
enforced in deployment. The reference verification pipeline
specifications are evidence of an implementation strategy, not
a substitute for the ideal security proof.

1.1 The Cryptographic Inflection Point: From Perishable
Computation to Structural Certainty
The four pillars are not a minor refinement of conventional
cryptographic engineering. They describe a structural break
with the assumption that has organized the entire field since the
introduction of public-key methods in the 1970s. Conventional
cryptography secures a message by compressing a secret into
a ciphertext artifact and relying on the computational difficulty
of inverting a mathematical calculation. Under this paradigm,
the security of the system is not a property of the channel, it is
a wager on the asymmetry between forward and inverse com-
putation. This wager is, by construction, perishable. Every
increase in computational throughput, every algorithmic im-
provement, every advance in quantum hardware reduces the
time required to traverse the supposedly hard direction. The
protection is not absolute; it is a depreciating asset whose half-
life is set by Moore’s law in the classical regime and by Shor’s
algorithm in the quantum one. A ciphertext encrypted today
under an RSA, ECC, or even lattice-based assumption is, in
effect, a time-bomb whose detonation date is whenever the rel-
evant inverse calculation becomes tractable.

The alternative pursued by the four-pillar architecture
moves the locus of security off the calculation and onto the
channel itself. The objective is not to make the inverse calcu-
lation difficult but to ensure that the calculation simply has no
input, that the public transcript contains zero correlation with
the hidden state. This is the standard set by Claude Shannon
in 1949 when he proved that the one-time pad achieves perfect
secrecy: an attacker who intercepts the ciphertext is left with
every plaintext equally likely, and the recording therefore car-
ries no extractable signal regardless of how much computation

is brought to bear against it. Shannon’s result is the high-water
mark of cryptographic guarantee, and it is unattackable by any
amount of computation, classical or quantum, present or fu-
ture, because there is nothing to compute against. The cost
of this guarantee in OTP form, however, is the requirement
of a key as long as the message, used exactly once, and dis-
tributed out of band. This cost is the reason perfect secrecy
has remained a mathematical landmark rather than an opera-
tional technology, and it is the reason the entire modern stack
has retreated to computational hardness as a substitute.

The four pillars described in this document recover Shan-
non’s perfect-secrecy guarantee without paying the OTP’s lo-
gistical price. They achieve this by relocating the source of
the guarantee from the unguessability of a key to the distribu-
tion geometry of the public channel. The hidden state is never
compressed into the wire; instead, the public scaffold simulta-
neously displays every possible secret, and the prover’s interac-
tion with it leaves a transcript whose marginals are mathemat-
ically uniform under every possible interpretation. The trust
assumption shifts from “the attacker cannot perform a calcula-
tion” to “the calculation has no purchase on the observable,”
from a depreciating computational wager to a structural prop-
erty of the channel itself. This relocation is not an optimiza-
tion. It is a category change in what cryptographic security is,
as illustrated in Figure 1.

Contributions

1. We define the SAC/EHP/SVE stack as a single primitive
family with explicit public and hidden variables.

2. We state the Four Pillars P1-P4 as axioms of the zero-
information channel.

3. We give construction algorithms for setup, commit, chal-
lenge, response, accumulation, and verification.

4. We state and sketch the main theorems: decomposed
hiding, binding/hiding orthogonality, synonym unifor-
mity, zero-information/Vernam equivalence, replay non-
reusability, forgery bounds, flat-amplitude Grover defense,
multi-secret anti-correlation, and reverse-accumulator
soundness.

5. We compare the construction against computational public-
key, zero-knowledge, pairing-based, and OTP bases, and
place it in historical perspective.

2. Technique Overview
The central observation is that an authentication transcript can
be useful to a verifier without being useful to an observer if
the verifier possesses private structure that is never emitted.
Public-key cryptography uses a trapdoor to make an otherwise
infeasible inversion feasible for the holder. The present con-
struction uses a private morphism to make an impossible re-
covery unnecessary for the holder. The holder does not recover
the hidden map from the transcript; the holder already has it.
The observer does not merely lack enough compute to recover
it; under the ideal balance assumptions, the observer lacks any
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Figure 1. The Two Roads from Shannon. Conventional cryptography (top branch) compresses the secret into a public artifact and bets that the
inversion remains expensive; security degrades monotonically as the adversary’s clock speeds up. The structured-ambiguity / sealed-verifier
construction (bottom branch) shapes the channel so that the observable transcript is statistically independent of the hidden state; security is
invariant under any future advance in computational power because the recorded data does not contain the secret in the first place.

Figure 2. The Relocation Thesis: Show the contrast between com-
putational secrecy (inversion) and zero-information channel shaping
(ambiguity).

statistical signal that distinguishes one map from another. The
SAC layer begins with a public function

ℱ ∶ 𝐼 × 𝐿 → 𝑉𝑑 ,

Equation Narrative: This function defines the public scaffold
mapping ℱ, which maps each coordinate index from the set 𝐼
and alphabet label from the set 𝐿 to a 𝑑-dimensional payload
vector in the vector space 𝑉𝑑 . where 𝐼 = {1, … , 𝑛} indexes
positions, 𝐿 = {ℓ1, … , ℓ𝑘} is a public label set, and 𝑉𝑑 is a

Figure 3. Surface Bits Versus Effective Bits: Distinguish recordable
transcript entropy from secret-relevant mutual information.

payload space. A selector path 𝜎 ∶ 𝐼 → 𝐿 chooses one label
per position. Its induced section is

𝑠𝜎(𝑖) = ℱ(𝑖, 𝜎(𝑖)).

Equation Narrative: This equation defines the induced sec-
tion 𝑠𝜎(𝑖) at position 𝑖, mapping position index 𝑖 to a pub-
lic scaffold value using the private selector path 𝜎(𝑖). The
public scaffold displays every (𝑖, ℓ) payload. If labels are bal-
anced and no visible marker singles out the chosen label, then
the scaffold alone leaves 𝑘𝑛 paths equiconsistent. The con-
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Figure 4. Four Pillars Dependency Graph: Visualize P1-P4 as a
causal dependency graph ending in a zero-information plus no-replay
event.

ditional min-entropy of the path is 𝐻∞(𝜎 ∣ ℱ) = 𝑛 log2 𝑘
in the idealized public-scaffold model. A binding tag 𝐷 =
𝐻(enc(𝜎)‖enc(𝑠𝜎)) may bind a committer to the path, but that
binding layer is logically distinct from the hiding layer. The
EHP layer turns this commitment into a proof of knowledge.
Each session derives a manifold

ℳ𝑡 = (𝐻, {𝐿𝑖}𝐻
𝑖=1, {𝑊 𝑡

𝑖 }𝐻
𝑖=1)

Equation Narrative: This defines the EHP session manifold
ℳ𝑡 for round 𝑡, consisting of the foliation cardinality 𝐻, par-
tition labels 𝐿𝑖, and balanced witness sets 𝑊 𝑡

𝑖 . from hidden
entropy 𝐸, session time or nonce 𝜏, salt 𝜌, round index 𝑡, and
structural parameters Θ. The witness sets 𝑊 𝑡

𝑖 are balanced:

|𝑊 𝑡
𝑖 | = |ℒ|

𝐻
Equation Narrative: This defines the balanced witness set
condition, specifying that each witness set 𝑊 𝑡

𝑖 has a size ex-
actly equal to the alphabet cardinality |ℒ| divided by the foli-
ation cardinality 𝐻. for every leaf 𝑖 and round 𝑡, in the exact
case. The prover locates a secret symbol in one of the leaves
but does not name the leaf. Instead the prover emits a synonym

𝜐𝑡𝑟 = 𝜑(ℎ𝑧𝑡𝑟 )

Equation Narrative: This equation defines the generated syn-
onym symbol 𝜐𝑡𝑟 for round 𝑡 at coordinate position 𝑟, mapped
via private bijective morphism 𝜑 from the public leaf label ℎ𝑧𝑡𝑟
for selected leaf index 𝑧𝑡𝑟 . under a private bijective morphism
𝜑 ∶ ℋ → Σ, where the synonym vocabulary Σ is disjoint
from both the public leaf labels and the eigenvalue rings. The
SVE layer closes the feedback channel. It receives the submit-
ted witness array W, inverts each synonym internally, checks
membership internally, and emits

𝑌 = 1{Λ = 1} ∈ {0, 1}.

Equation Narrative: This defines the SVE output event bit 𝑌
as the indicator function of whether the internal verification ac-
cumulator Λ is equal to 1, yielding a single binary output. No
mismatch index, partial score, round-by-round residue, or er-
ror localization leaves the sealed boundary. In the ideal model,
this eliminates the per-round oracle that ordinary interactive
protocols expose. In practical systems, this requirement be-
comes an engineering obligation: constant-time comparisons,
fixed-shape error responses, burn-before-validate ledger be-
havior, and proof payloads that do not carry hidden witness
material, as illustrated in Figure 8.

3. Preliminaries and Notation
Let 𝜆 denote a security parameter. Let 𝐼 = {1, … , 𝑛} be an
index set, 𝐿 a label set of size 𝑘, and Π = 𝐿𝐼 the selector-
path space. Let ℋ = {ℎ1, … , ℎ𝐻} be the set of public hy-
perplane labels and Σ = {𝜐1, … , 𝜐𝐻} a disjoint synonym set.
The private morphism 𝜑 is a bijection from ℋ to Σ. Unless
otherwise stated, 𝜑 is sampled uniformly from the 𝐻! bijec-
tions. We distinguish four kinds of data. The public con-
text 𝐶 includes the scaffold, public challenge geometry, non-
secret parameters, circuit identifier, and, in implementation,
the ledger-issued nonce reference. The hidden substrate in-
cludes 𝜎, 𝜑, 𝐸, 𝜌, Θ, and any selected secret family 𝒦. The
observable transcript 𝑂 or W includes challenge material vis-
ible to the adversary, submitted synonyms or bearings, public
proof payload fields, and final verdict visibility. The sealed
computation consists of state and intermediate predicates vis-
ible only inside the SVE. The adversary is allowed full knowl-
edge of the algorithms and public parameters, complete pas-
sive recordings of all public messages, ledger-visible metadata,
and unbounded offline computation. Quantum computation is
included in this offline model. The adversary may also attempt
online forgery and replay, but online attempts are mediated by
verifier rate limits, nonce lifecycle, and the SVE acceptance
predicate. Physical extraction of sealed state, compromise of
entropy, malicious verifier design, UI capture that changes the
human’s choices, and side channels that violate sealing are
outside the ideal proof and must be treated as implementation
risks. We use Shannon mutual information in the standard way.
A channel is zero-information for hidden variable 𝑋 against ob-
servation 𝑂 given public context 𝐶 if

𝐼(𝑋; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This represents the general Shannon
channel hiding condition, stating that the conditional mutual
information between any hidden variable 𝑋 and the observable
transcript 𝑂 is zero given public context 𝐶. Equivalently, the
posterior distribution of 𝑋 after observing 𝑂 and 𝐶 equals the
prior distribution of 𝑋 conditioned on 𝐶. For practical sys-
tems with small imbalance or side-channel residuals, we write
𝐼(𝑋; 𝑂 ∣ 𝐶) ≤ 𝜀𝑋 , where 𝜀𝑋 is an explicit leakage budget, not
an aesthetic margin. We also distinguish surface bits from ef-
fective bits. If a user emits one of 𝐻 bearings, the observer
records log2 𝐻 surface bits per symbol. Those bits are not nec-

4



New Dimensions in Cryptography

Figure 5. Theorem Dependency Graph: Show how the main lemmas and theorems depend on one another.

Figure 6. Security Parameter Surface: Communicate how H, L, and
R affect classical and Grover-bounded forgery probability.

essarily secret-relevant. The effective leakage is the mutual
information between the hidden state and the observation. The
observer’s notebook can fill with surface bits while the effec-
tive leakage remains zero in the ideal model:

𝐻surface(bearing) = log2 𝐻, 𝐼effective(secret; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This relation separates surface entropy
from effective leakage, establishing that while the surface en-
tropy of observed bearings is positive at log2 𝐻 bits, the ef-
fective leakage mutual information between the secret and the
transcript 𝑂 remains exactly zero.

4. Threat Model, Observer-Bit Budget, and Scope
The construction is easiest to misunderstand when the adver-
sary model is stated too weakly. A system whose claim is “the
attacker cannot compute the answer quickly enough” can often
describe the adversary in terms of polynomial time, circuit size,
or classical versus quantum resources. A system whose claim
is “the answer is absent from the transcript” must do some-
thing different: it must give the adversary every reasonable
computational advantage and then account for what the adver-
sary can actually observe. The proof is therefore not a race
against an algorithm. It is an accounting exercise over random
variables. Let View𝒜 be the adversary’s view of one session.
In the ideal model it may include the public scaffold ℱ, public
challenge 𝐶𝜏, public labels ℋ, submitted synonyms W, pub-
lic payload fields, final verdict visibility, and any ledger-visible
status that is intentionally published. It does not include 𝜎,
𝜑, 𝐸, 𝜌, Θ, unredacted private configuration, SVE intermedi-
ate predicates, or the selected index 𝐽 in a multi-secret family.
The zero-information claim is a statement about the relation
between hidden variables and View𝒜:

𝐼((𝐽, 𝜑, 𝜎, 𝑀); View𝒜 ∣ 𝐶) = 0
Equation Narrative: This equation establishes that the condi-
tional mutual information between the adversary’s total view
View𝒜 and all hidden variables (secret index 𝐽 , private mor-
phism 𝜑, path 𝜎, and message 𝑀) is exactly zero given public
context 𝐶. under exact balance and sealing. The condition is
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Figure 7. The Hyperplane Collapse: how ∼ 12.72 bits of board geometry are surjectively destroyed into a ∼ 2.585-bit decision. The three
rotation rings (𝛿1, 𝛿2, 𝛿3) form a configuration space of 𝑁rot = 26 ⋅ 26 ⋅ 10 = 6760 board states with 𝐻(𝐺) ≤ 12.72 bits of latent entropy.
The non-invertible map 𝜅(𝑎, 𝑧) = 𝜒(𝑧) projects this state onto a 3×6 leaf array and finally collapses it into one of six color decisions, yielding
𝐻(𝑐⋆) ≤ 2.585 bits. The amplification factor 𝜂 = 12.72/2.585 ≈ 4.92 board-bits discarded per decision-bit is exactly the structural absence of
inversion exploited by the SAC/EHP/SVE construction: the observer’s transcript carries the colored decision residue while the latent rotation
state remains information-theoretically irrecoverable.

Figure 8. SAC-EHP-SVE Layering: Depict the three-layer construc-
tion as a pipeline from public ambiguity to private synonym proof to
sealed event bit.

deliberately conditional on 𝐶, because public context is not hid-
den. The challenge geometry may be large, complex, and visu-
ally rich. Ledger records may prove that a nonce existed and
was consumed. A screen recording may capture every bearing.
None of this contradicts zero information if those variables are
independent of the hidden state after conditioning on the public
challenge. This distinction is the observer-bit model. The ob-

server may record positive surface entropy. With 𝐻 bearings,
every submitted symbol has at most log2 𝐻 recordable bits. A
length-𝐿 proof ceremony therefore exposes roughly 𝐿 log2 𝐻
surface bits plus public metadata and one verdict bit. These
are bits in the notebook, not necessarily bits about the secret.
Effective leakage is measured by mutual information. The de-
sign objective is:

𝐻(View𝒜 ∣ 𝐶) > 0 while 𝐼(Hidden; View𝒜 ∣ 𝐶) = 0.

Equation Narrative: This joint condition illustrates the
observer-bit model, showing that while the adversary’s view
possesses strictly positive entropy given context 𝐶, its mutual
information with any hidden parameters is exactly zero. The
inequality on the left is unavoidable in a usable protocol. If the
verifier and prover interact over a public channel, something is
visible. The equality on the right is the cryptographic objec-
tive. A camera can record that a user pressed “up” or “left”;
the question is whether that direction identifies the chamber,
the symbol, the path, the morphism, or the active secret. Un-
der a private uniformly sampled morphism and balanced foli-
ation, the bearing is a uniformly distributed synonym for ev-
ery possible chamber. The observer sees a symbol but lacks
the private dictionary that would turn it into a chamber, and
the public geometry gives no statistical preference to any hid-
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Figure 9. Objects and notation overview. The public substrate (scaffold ℱ, hyperplane labels ℋ, challenge carrier 𝐶𝜏, public payload fields,
final event bit 𝑌 ) is shown above the sealed boundary; the private substrate (selector path 𝜎, private morphism 𝜑, hidden entropy 𝐸, salt 𝜌,
structural parameters Θ, secret family 𝒦 with active index 𝐽) is shown below the boundary. Membership predicates, score functions, and
accumulator state (Definition 9) live inside the SVE. The boundary is operative: anything that crosses the public side without preserving the
uniform-marginal constraint is a leak, not a feature.

den path. This also explains why the sealed verifier is not an
implementation detail but a formal boundary. If the verifier
emitted per-round mismatch indices, it would create an ora-
cle. If it revealed partial scores, it would let the observer up-
date a posterior distribution. If it returned distinguishable er-
rors for “wrong chamber,” “wrong position,” or “wrong hash,”
then the public channel would contain more than the final event
bit. The SVE abstraction requires that all such distinctions re-
main internal. In deployment, the same requirement appears
as constant-time comparison, fixed-shape responses, uniform
failure messages, and careful logging policy, as illustrated in
Figure 3. The model grants the adversary unbounded offline
computation, but it does not grant impossible physical pow-
ers. If the adversary extracts the private morphism from mem-
ory, compromises the entropy source, reads the user’s secret
directly, or subverts the verifier, then the hidden variables are
no longer hidden. That is not a failure of Shannon’s equality;
it is a failure of the implementation boundary that the equal-
ity assumes. Similarly, if a carrier renders the morphism vi-
sually, or if UI timing correlates with chamber search diffi-
culty, then P2 or SVE sealing has been violated. The correct
response is not to weaken the theorem, but to mark the de-
ployment as outside the theorem’s hypotheses. Scope. Bind-
ing and hiding are intentionally decomposed: scaffold hiding
of 𝜎 under path-completeness is information-theoretic in the
ideal model, while a hash-based tag 𝐷 yields computational

binding. Conventional zero-knowledge protocols remain ap-
propriate for many relation-proof settings; SAC/EHP/SVE tar-
gets a different objective—minimizing secret-relevant infor-
mation in an authentication transcript under geometric bal-
ance and sealed verification. “Vernam equivalence” is channel-
level only: OTP obtains 𝐼(𝑀; 𝐶) = 0 via uniform single-use
keys; SAC/EHP/SVE obtains 𝐼(Hidden; 𝑂 ∣ 𝐶) = 0 via path-
complete projection, uniform private synonyms, and residue-
only verification. The mechanisms differ; the Shannon shape
of the observable channel is the comparison point.

Carrier independence is part of the same threat discipline.
A carrier projection 𝜋 ∶ ℳ → 𝒞 is acceptable only if it
preserves three invariants: public labels are accessible to the
legitimate prover, witness elements are detectable, and the
morphism remains concealed. A printed card, a mechanical
wheel, a holographic plate, an acoustic cue, or a digital UI
may all instantiate the same abstract manifold if they preserve
those invariants. If a carrier makes labels hard to distinguish,
completeness fails for honest users. If it makes witness ele-
ments ambiguous, soundness and completeness become noisy.
If it embeds the synonym map in visible layout, the zero-
information proof fails. Carrier substitution is therefore not
a claim that any medium works; it is a theorem schema saying
that security depends on invariants rather than material. The
ENI6MA embodiment should be evaluated in this language.
Its challenge matrix, bearings, proof hash, nonce UUID, and
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Figure 10. Flow of information in a structured-ambiguity authentication system. The prover holds a private selector path 𝜎 and a private
morphism 𝜑, neither of which is ever transmitted. The public scaffold ℱ, the per-session challenge 𝐶𝜏, the submitted synonyms W, and the
final event bit 𝑌 flow over the open channel. The morphism 𝜑 is shared with the verifier or the SVE through an out-of-band channel (dashed).
The recorded transcript carries surface entropy but, by Theorem 4, zero mutual information about 𝜎 or 𝜑.

ledger receipts are public context. Its private morphism, sealed
configuration, entropy, and membership checks are hidden sub-
strate. Its validate-proof outcome is a public event bit. A
good deployment keeps these categories separate in code, pay-
load schemas, logs, UI state, and operational dashboards. A
bad deployment accidentally turns hidden substrate into public
context and then wonders why the theorem no longer applies.

5. Formal Objects
Definition 1 (Structured Ambiguity Container). A Struc-
tured Ambiguity Container is a tuple (ℱ, 𝐷, 𝐼, 𝐿, 𝑉𝑑) where
𝐼 = {1, … , 𝑛}, 𝐿 = {ℓ1, … , ℓ𝑘}, 𝑉𝑑 is a payload vector space,
ℱ ∶ 𝐼 × 𝐿 → 𝑉𝑑 is public, and 𝐷 is a binding tag com-
puted from a hidden selector path. The public commitment
is 𝐶SAC = (ℱ, 𝐷). The structure is illustrated in Figure 11.

Definition 2 (Selector Path and Induced Section). A se-
lector path is a function 𝜎 ∶ 𝐼 → 𝐿. Its induced section is
𝑠𝜎(𝑖) = ℱ(𝑖, 𝜎(𝑖)). The path space has size |Π| = |𝐿||𝐼| = 𝑘𝑛.
Definition 3 (Ambiguity Class). The ambiguity class of a
scaffold is

𝒮(ℱ) = {𝑠𝜎 ∶ 𝜎 ∈ 𝐿𝐼}.
Equation Narrative: This equation defines the ambiguity
class 𝒮(ℱ) of the scaffold ℱ as the set of all possible induced
sections 𝑠𝜎 generated by all possible selector paths 𝜎 in 𝐿𝐼 .
The class is path-complete when every 𝜎 ∈ 𝐿𝐼 is represented

by a valid induced section and no public marker privileges one
section over another. Definition 4 (Binding Tag). A binding
tag is a public value

𝐷 = 𝐻(enc(𝜎)‖enc(𝑠𝜎)).

Equation Narrative: This equation defines the binding tag 𝐷
as the cryptographic hash 𝐻 of the concatenated serializations
of the selector path 𝜎 and its induced section 𝑠𝜎, representing
computational binding. In the standard instantiation, 𝐷 pro-
vides computational binding under collision resistance of 𝐻.
It is not the source of information-theoretic hiding. The Struc-
tured Ambiguity Commitment layer should therefore be read
separately from proof and verification. The public commit-
ment contains the whole scaffold of possible paths, plus any
public tag that binds an opening, while the selected path 𝜎 is
not observable. EHP and SVE later use a session foliation and
private morphism 𝜑 to prove knowledge against that commit-
ment; they do not make 𝜎 or 𝜑 public. Changing the folia-
tion cardinality 𝐻 changes the EHP challenge geometry and
proof surface, but the SAC path ambiguity remains governed
by 𝑛, 𝑘, and the private selector 𝜎. Definition 5 (Private Mor-
phism). A private morphism is a bijection 𝜑 ∶ ℋ → Σ such
that Σ ∩ ℋ = ∅ and Σ ∩ 𝐴𝑗 = ∅ for every eigenvalue ring 𝐴𝑗 .
It is shared by prover and verifier or held by prover and SVE,
but is never emitted, hashed into a public recoverable value, or

8
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Figure 11. The structured-ambiguity scaffold ℱ. All 𝑛 × 𝑘 values are public and openly displayed. The selector path 𝜎 (highlighted) is private.
From ℱ alone, all 𝑘𝑛 paths are equiconsistent; the secret is information-theoretically hidden. A binding tag 𝐷 = 𝐻(enc(𝜎)‖enc(𝑠𝜎)) binds the
committer to the chosen path under collision resistance of 𝐻 but does not identify the path itself.

rendered on the public carrier. Definition 6 (Balanced Folia-
tion). For witness sets 𝑊 𝑡

𝑖 on 𝐻 leaves in round 𝑡, the foliation
is balanced when

|𝑊 𝑡
𝑖 | = |ℒ|

𝐻
Equation Narrative: This defines the balanced witness set
condition, specifying that each witness set 𝑊 𝑡

𝑖 has a size ex-
actly equal to the alphabet cardinality |ℒ| divided by the fo-
liation cardinality 𝐻. for all 𝑖 and 𝑡, and when placement is
uniform conditioned on the public challenge. With imbalance
Δ around target count 𝜅, practical leakage is bounded as a func-
tion of Δ/𝜅. Definition 7 (Entropic Hyperplane Protocol).
EHP is the interactive protocol in which session geometry is de-
rived from (𝐸, 𝜏, 𝜌, 𝑡, Θ), the prover finds leaf labels contain-
ing secret symbols, translates those labels under 𝜑, and sub-
mits synonyms to an SVE. Definition 8 (Secure Verification
Environment). An SVE is a sealed stateful verifier with hid-
den inputs (𝐾, 𝜑, 𝐸, 𝜏, 𝜌, Θ), submitted witness array W, inter-
nal geometry reconstruction, internal morphism inversion, in-
ternal membership checks, and public output 𝑌 ∈ {0, 1}. The
SVE is residue-only if no intermediate predicate, score, mis-
match index, timing variation, or exception class is externally
distinguishable, as illustrated in Figure 12.

Definition 9 (Reverse Witness Accumulator). For a secret
family 𝒦 = (𝐾1, … , 𝐾𝑚), a reverse witness accumulator is a
deterministic sealed procedure

RWA ∶ (𝒫, 𝒦, 𝐸, 𝜌, Θ) → {0, 1}

Equation Narrative: This maps the Reverse Witness Accu-
mulator function RWA from proof payload 𝒫, secret family
𝒦, hidden entropy 𝐸, salt 𝜌, and parameters Θ to a binary ver-
ification decision in {0, 1}. that parses a proof payload, derives
the session manifold from 𝜏, rebuilds witness sets, inverts syn-
onyms, computes score functions over candidate secrets, and
emits a single verdict. Its score function may be written

Score(𝐾𝑗) =
𝑅

∑
𝑡=1

𝐿
∑
𝑟=1

1{𝐾𝑗[𝑟] ∈ 𝑊 𝑡
̂𝑧𝑡𝑟
}.

Equation Narrative: This equation defines the candidate se-
cret score function Score(𝐾𝑗) as the sum over rounds 𝑡 and se-
cret coordinates 𝑟 of whether each candidate character 𝐾𝑗[𝑟] is
contained in the reconstructed witness set 𝑊 𝑡

̂𝑧𝑡𝑟
for inverted syn-

onym index ̂𝑧𝑡𝑟 . The index 𝐽⋆ = arg max𝑗 Score(𝐾𝑗) remains
sealed.

6. Four Pillars and the Zero-Information Channel
The construction is easiest to audit through four pillars. They
are not four unrelated defenses. They form a dependency chain
in which each condition supports the next. P1, Path-Complete
Geometric Projection. The public challenge 𝐶 enumerates
every possible path that any member of the relevant secret fam-
ily could take. For path space Π(𝐶),

∀𝑗 ∈ {1, … , 𝑚}, 𝜎𝑗 ∈ Π(𝐶)

9



New Dimensions in Cryptography

Figure 12. The sealed verifier as an information-theoretic one-way channel. Per-round membership results 𝑀𝑟,𝑡 = 1{𝐾[𝑟] ∈ 𝑊 𝑡
̂𝑧𝑡𝑟
} are accumu-

lated internally as 𝑎𝑖 = 𝐻(𝑎𝑖−1 ‖ 𝑀𝑖); the only observable output is the final event-validity bit 𝑌 . No per-round oracle is exposed, so the recorded
exchange is statistically independent of the hidden morphism 𝜑. The constant-time comparison at the end ensures that a mismatch at the first
position and a mismatch at the last position produce indistinguishable outputs (in time and shape).

Equation Narrative: This represents the path-completeness
projection property, asserting that the private selector path 𝜎𝑗
for every secret 𝑗 in the family belongs to the path space Π(𝐶)
defined by public challenge 𝐶. in every valid session. If the
scaffold omitted a path, the absence would carry information.
Completeness is the precondition for neutrality. P2, Uniform
Private Synonym Marginals. Conditioned on the public chal-
lenge, every private synonym has uniform marginal probabil-
ity:

Pr[𝜐𝑡𝑟 = 𝜐𝑘 ∣ ℎ𝑧𝑡𝑟 = ℎ𝑖, 𝐶] = 1
𝐻

Equation Narrative: This represents the uniform private syn-
onym marginals property, showing that the conditional proba-
bility of emitting any synonym symbol 𝜐𝑘 given selected leaf
label ℎ𝑖 and challenge 𝐶 is exactly 1/𝐻. for all 𝑖, 𝑘, 𝑟, 𝑡. Bal-
anced foliation and uniform morphism sampling are the struc-
tural sources of this equality. Frequency analysis fails because
the transcript has no preferred direction. P3, Zero Mutual In-
formation. Given public context 𝐶, the observable transcript
carries zero mutual information about the active secret index 𝐽 ,
morphism 𝜑, selector path 𝜎, and message or content variable
𝑀:

𝐼(𝐽; 𝑂 ∣ 𝐶) = 𝐼(𝜑; 𝑂 ∣ 𝐶) = 𝐼(𝜎; 𝑂 ∣ 𝐶) = 𝐼(𝑀; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This asserts the zero mutual information
axiom, indicating that the conditional mutual information be-
tween any private parameters (index 𝐽 , morphism 𝜑, path 𝜎,
message 𝑀) and public transcript 𝑂 is exactly zero given con-
text 𝐶. This is the structural-absence claim. The data needed
for recovery is not hidden in the transcript; it is not present.
P4, Session-Bound Freshness and Non-Replay. Every proof
event is bound to a freshness coordinate 𝜏 and session geome-
try. Ideally,

Pr[Verify(𝑂𝜏𝑎 , 𝜏𝑏) = 1] = 0 for 𝜏𝑎 ≠ 𝜏𝑏.
Equation Narrative: This defines the session-bound fresh-
ness and non-replay property, establishing that the probability
of the verification function accepting a transcript 𝑂𝜏𝑎 under
a different session coordinate 𝜏𝑏 is exactly zero. In deployed
systems this property is approximated and enforced by nonce
reserve, TTL, 𝜏 binding, burn-before-validate semantics, and
proof reconstruction against the live session context. Together
P1 and P2 imply the uniform transcript distribution required
by P3. P4 prevents the only useful thing an observer might
try with a captured transcript: replay. In OTP language, se-
crecy and freshness are coupled through key single-use. Here
secrecy is carried by projection and synonym uniformity, while
freshness is carried by the per-session scaffold and nonce life-
cycle, as illustrated in Figure 4.

10
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7. Construction
We now specify the construction in algorithmic form. The
notation is intentionally close to modern cryptographic syn-
tax while keeping the hidden/public split visible. The single-
character data path through the construction is illustrated in
Figure 13, and the synonym-zero-capacity property that jus-
tifies the proof-of-knowledge guarantee is illustrated in Fig-
ure 14.

Algorithm 1, SAC.Setup(1𝜆, 𝑛, 𝑘, 𝐻). Choose public pa-
rameters (𝐼, 𝐿, 𝑉𝑑 , 𝐻) and balance constraints. Select or gen-
erate a public scaffold ℱ ∶ 𝐼 × 𝐿 → 𝑉𝑑 satisfying path
completeness and observable balance. Publish the scaffold
format and verification parameters. Keep no secret in setup
unless a particular embodiment uses sealed generation state.
Algorithm 2, SAC.Commit(ℱ, 𝜎). Given a selector path
𝜎 ∶ 𝐼 → 𝐿, compute 𝑠𝜎(𝑖) = ℱ(𝑖, 𝜎(𝑖)) for all 𝑖. Compute
𝐷 = 𝐻(enc(𝜎)‖enc(𝑠𝜎)). Output public commitment (ℱ, 𝐷),
where ℱ still displays every path in 𝐿𝐼 , and retain 𝜎 as private
witness. This is a commitment step, not a verification tran-
script; proof soundness is supplied later by EHP/SVE mem-
bership checks. Algorithm 3, EHP.Challenge(𝐸, 𝜏, 𝜌, Θ, 𝑅).
For each round 𝑡 ∈ {1, … , 𝑅}, derive ring offsets

𝑜𝑗,𝑡 = PRF(𝐸𝑗,𝑡 , 𝜏, 𝜌, 𝑡, 𝑗) mod |𝐴𝑗 |.
Equation Narrative: This equation computes the ring rota-
tion offset 𝑜𝑗,𝑡 for ring 𝑗 in round 𝑡 using a pseudorandom
function PRF on private round entropy 𝐸𝑗,𝑡 , session freshness
timestamp 𝜏, salt 𝜌, round 𝑡, and ring index 𝑗, modulo the ring
alphabet size |𝐴𝑗 |. for each eigenvalue ring 𝐴𝑗 . Rotate the rings
by those offsets,

𝐴(𝑡)
𝑗 = Rotate(𝐴𝑗 , 𝑜𝑗,𝑡).

Equation Narrative: This equation defines the rotated ring
alphabet 𝐴(𝑡)

𝑗 as the base ring alphabet 𝐴𝑗 rotated by the com-
puted offset 𝑜𝑗,𝑡 . Then foliate each rotated ring into 𝐻 balanced
zones:

𝐴(𝑡)
𝑗 = 𝑍(𝑡)

𝑗,1 ⊔ ⋯ ⊔ 𝑍(𝑡)
𝑗,𝐻 .

Equation Narrative: This represents the zone foliation of the
rotated alphabet ring 𝐴(𝑡)

𝑗 as a disjoint union ⊔ of 𝐻 balanced
zone slices 𝑍(𝑡)

𝑗,𝑤. The stochastic random pool, session fresh-
ness coordinate 𝜏, salt 𝜌, round index, and ETP-style freshness
derivation supply the entropy for the modulo offsets. In the
ENI6MA codebook generator this appears operationally as: ro-
tate each alphabet ring by a per-session offset, then split the ro-
tated alphabet into hyperplane_count zones. Publish the chal-
lenge carrier 𝐶𝜏 and public labels. Do not publish 𝐸, 𝜌, Θ, or
𝜑. Algorithm 4, EHP.Respond(𝐾, 𝜑, 𝐶𝜏). For each secret po-
sition 𝑟 and round 𝑡, find a leaf index 𝑧𝑡𝑟 such that 𝐾[𝑟] ∈ 𝑊 𝑡

𝑧𝑡𝑟
.

Emit 𝜐𝑡𝑟 = 𝜑(ℎ𝑧𝑡𝑟 ). Output the witness array W = (𝜐𝑡𝑟)𝑟,𝑡

and any public integrity hash required by the payload contract.
Algorithm 5, SVE.Accumulate(W, 𝐾, 𝜑, 𝐸, 𝜏, 𝜌, Θ). Recon-
struct the same witness sets internally. For each submitted syn-
onym, compute ̂𝑧𝑡𝑟 = 𝜑−1(𝜐𝑡𝑟) and

𝑀𝑟,𝑡 = 1{𝐾[𝑟] ∈ 𝑊 𝑡
̂𝑧𝑡𝑟
}.

Equation Narrative: This defines the coordinate match bit
𝑀𝑟,𝑡 at round 𝑡 position 𝑟 as the indicator function 1 showing
whether the secret candidate character 𝐾[𝑟] belongs to the re-
constructed witness set 𝑊 𝑡

̂𝑧𝑡𝑟
for the inverted synonym index ̂𝑧𝑡𝑟 .

Accumulate with a fixed-shape operation such as

𝑎0 = 𝐻(𝐶𝜏), 𝑎𝑖 = 𝐻(𝑎𝑖−1‖𝑀𝑖), Λ = ⋀
𝑟,𝑡

𝑀𝑟,𝑡 .

Equation Narrative: This set of equations outlines the SVE
internal accumulation: the initial hash state 𝑎0 is the hash 𝐻 of
the challenge carrier 𝐶𝜏; intermediate state 𝑎𝑖 is the hash of the
previous state 𝑎𝑖−1 concatenated with the round match 𝑀𝑖; and
the final verification accumulator Λ is the logical conjunction
⋀ of all coordinate matches. No intermediate 𝑀𝑟,𝑡 or 𝑎𝑖 leaves
the SVE. Algorithm 6, Verify. Emit 𝑌 = 1{Λ = 1}, or in
threshold deployments emit

𝑌 = 1 {max
𝑗

Score(𝐾𝑗) ≥ 𝑇accept} .
Equation Narrative: This defines the threshold verification
output event bit 𝑌 as the indicator function of whether the
maximum candidate secret score is at least equal to the accep-
tance threshold 𝑇accept. The output is nonce-scoped. A proof
accepted under 𝜏 is not a reusable credential.

8. Theorems and Proof Sketches
Theorem 1 (Decomposed-Layer Hiding). For a path-
complete SAC with 𝑛 coordinates and 𝑘 labels per coordinate,

𝐻∞(𝜎 ∣ ℱ, 𝐷) ≥ 𝑛 log2 𝑘 − 𝜀bind,
Equation Narrative: This represents the decomposed-layer
hiding min-entropy theorem, establishing that the conditional
min-entropy of selector path 𝜎 given public scaffold ℱ and
binding tag 𝐷 is bounded below by the ideal entropy 𝑛 log2 𝑘
minus the computational binding leakage budget 𝜀bind. where
𝜀bind accounts for leakage through a non-ideal binding tag.
Proof sketch. The scaffold exposes all 𝑘𝑛 paths symmetri-
cally. In the ideal tag model, 𝐷 does not identify which path
was selected; it only binds a later opening. The adversary’s
posterior over 𝜎 therefore remains uniform over the ambigu-
ity class. Any tag leakage is isolated in 𝜀bind. Theorem
2 (Binding/Hiding Orthogonality). Breaking the computa-
tional binding tag does not reduce the information-theoretic
hiding of the scaffold, and learning the selector path from a
compromised endpoint does not imply a hash collision. Proof
sketch. Hiding is a property of the public distribution of ℱ
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Figure 13. Single-character pipeline. A secret character 𝐾[𝑟] is located in one of 𝐻 balanced witness sets 𝑊 𝑡
𝑧𝑡𝑟

at round 𝑡; the prover never
names the leaf 𝑧𝑡

𝑟 but emits 𝜐𝑡
𝑟 = 𝜑(ℎ𝑧𝑡𝑟 ) from a synonym vocabulary Σ disjoint from the public labels and the eigenvalue rings (equation 4).

The SVE recomputes the geometry from (𝐸, 𝜏, 𝜌, Θ), inverts the synonym internally as ̂𝑧𝑡
𝑟 = 𝜑−1(𝜐𝑡

𝑟), and appends 𝑀𝑟,𝑡 = 1{𝐾[𝑟] ∈ 𝑊 𝑡
̂𝑧𝑡𝑟
} to a

fixed-shape accumulator. Only the final indicator 𝑌 ∈ {0, 1} leaves the sealed boundary.

over paths. Binding is a property of collision resistance for
𝐷. The two games depend on disjoint mechanisms. A colli-
sion can let a malicious committer equivocate, but it does not
mark the original path in ℱ. Conversely, endpoint disclosure
of 𝜎 gives no method for finding a second preimage for 𝐷.
Lemma 3 (Uniform Synonym Marginals). Under balanced
foliation and uniformly sampled 𝜑,

Pr[𝜐𝑡𝑟 = 𝜐𝑘 ∣ ℎ𝑧𝑡𝑟 = ℎ𝑖, 𝐶] = Pr[𝜐𝑡𝑟 = 𝜐𝑘 ∣ 𝐶] = 1
𝐻 .

Equation Narrative: This expresses the uniform synonym
marginals lemma, establishing that the probability of emitting
any synonym 𝜐𝑘 is exactly 1/𝐻, completely independent of the
selected leaf label ℎ𝑖 under public challenge 𝐶. Proof sketch.
Condition on any leaf identity. Since 𝜑 is uniform over all
𝐻! bijections, exactly (𝐻 − 1)! morphisms map that leaf to
each synonym. The probability of every synonym is therefore
(𝐻 − 1)!/𝐻! = 1/𝐻. Balance ensures that the leaf identity it-
self is not biased by observable geometry. Theorem 4 (Zero-
Information / Vernam Equivalence). Under P1-P3, the ob-
servable channel is Shannon-equivalent to a Vernam channel
at the level of mutual information:

𝐼(𝐽; 𝑂 ∣ 𝐶) = 𝐼(𝜑; 𝑂 ∣ 𝐶) = 𝐼(𝜎; 𝑂 ∣ 𝐶) = 𝐼(𝑀; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This represents the zero mutual informa-
tion theorem, showing that the conditional mutual information

between any private variables (index 𝐽 , morphism 𝜑, path 𝜎,
message 𝑀) and public transcript 𝑂 is exactly zero given con-
text 𝐶. Proof sketch. The transcript distribution is a product
of uniform synonym draws conditioned on 𝐶. For the mor-
phism coordinate,

𝐼(𝜑; W ∣ 𝐶) = 𝐻(W ∣ 𝐶) − 𝐻(W ∣ 𝜑, 𝐶) = 𝐿𝑅 log2 𝐻 − 𝐿𝑅 log2 𝐻 = 0.

Equation Narrative: This shows that the conditional mutual
information between private morphism 𝜑 and submitted syn-
onym array W given 𝐶 is exactly zero, as the entropy 𝐻(W ∣ 𝐶)
is equal to the conditional entropy 𝐻(W ∣ 𝜑, 𝐶), which both
equal 𝐿𝑅 log2 𝐻 for secret length 𝐿 and rounds 𝑅. The same
symmetry applies to selector paths and active-secret indices
because P1 makes all paths present and P2 makes observable
synonyms uniform over the path choices. This matches the
Shannon form of the OTP proof while using a different source
of uniformity. Theorem 5 (Nested Factorial Reconstruc-
tion Barrier). An observer attempting to recover hidden state
from W faces

𝑊recon = Ω((𝐻!)2)
Equation Narrative: This represents the reconstruction work
bound 𝑊recon as asymptotically bounded below by Ω((𝐻!)2)
for foliation cardinality 𝐻, representing the factorial barrier
to recovering the private morphism. candidate morphism and
leaf-assignment pairs, all equiconsistent with the transcript, as
illustrated in Figure 15 and the synonym-masking diagram in
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Figure 14. Synonym channel zero-capacity. Conditioned on the public challenge 𝐶, the marginal distribution of every emitted synonym is
uniform on Σ (Lemma 3). The diagram shows the joint distribution of the hidden leaf ℎ𝑧𝑡𝑟 and the emitted synonym 𝜐𝑡

𝑟 as a doubly-stochastic
matrix in which every row and every column sums to one: the channel from leaf to synonym carries zero mutual information about the leaf, and
therefore zero mutual information about the secret. This is the structural reason Theorem 4 holds without any computational assumption.

Figure 16.
Proof sketch. There are 𝐻! candidate morphisms. For each

morphism, balanced geometry leaves a factorial-scale assign-
ment ambiguity over leaf interpretations. By Theorem 4 the
transcript does not rank these candidates. The point is not
merely the size of the space; it is the absence of a distinguish-
ing statistic over it. Theorem 6 (Flat-Amplitude Grover
Defense). Grover search gives no advantage for morphism re-
covery under the ideal zero-information model. Proof sketch.
Grover requires an oracle that marks targets differently from
non-targets. Define an oracle that marks candidate morphisms
consistent with W. Under Theorem 4, every morphism is
equally consistent, so the oracle is flat. If all states are marked,
amplitude amplification has no direction. For online forgery,
Grover can still halve a brute-force exponent; parameter selec-
tion must account for that separately. Theorem 7 (Replay
Non-Reusability). If session geometry is bound to 𝜏 and veri-
fier state consumes 𝜏 after first use, then a transcript accepted
for 𝜏𝑎 is rejected for 𝜏𝑏 ≠ 𝜏𝑎 except with bounded implemen-
tation failure probability:

Pr[Verify(𝑂𝜏𝑎 , 𝜏𝑏) = 1] ≤ 2−𝜆.

Equation Narrative: This bounds the probability of a replay
attack succeeding across different sessions by 2−𝜆, where 𝜆
is the security parameter. Proof sketch. The witness sets are
functions of (𝐸, 𝜏, 𝜌, Θ). Changing 𝜏 changes the member-

ship relation the transcript must satisfy. In an ideal type model
the old transcript does not type-check against the new geome-
try. In deployed ENI6MA, the ledger additionally burns the
nonce before validation, returning replay or expiry errors for
reused or stale nonces. Theorem 8 (Forgery Bound). For
an adversary lacking 𝐾 and 𝜑,

Pr[forge] ≤ 𝐻−𝐿𝑅

Equation Narrative: This defines the forgery probability
bound, showing that the probability of an online forge attempt
succeeding without knowledge of the private path is bounded
above by 𝐻−𝐿𝑅 for hyperplane foliation 𝐻, proof length 𝐿, and
rounds 𝑅. classically and Pr[forge] ≤ 𝐻−𝐿𝑅/2 under a Grover-
bounded online search model. Proof sketch. Each of the 𝐿𝑅
checks has success probability at most 1/𝐻 without the leaf-to-
synonym correspondence and secret membership knowledge.
Independence gives 𝐻−𝐿𝑅. Quantum search can reduce the ex-
ponent for a yes/no online target but cannot create transcript
information where mutual information is zero. Theorem 9
(Multi-Secret Anti-Correlation). For an equal-length secret
family 𝒦 = (𝐾1, … , 𝐾𝑚) with private session index 𝐽 , the
observable transcript distribution is invariant in 𝐽:

𝐼(𝐽; 𝑂 ∣ 𝐶) = 0.

Equation Narrative: This states that the mutual information
𝐼 between the active secret index 𝐽 and the observable tran-
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Figure 15. The coupled factorial reconstruction barrier. The morphism space (𝐻! bijections) and the per-round leaf assignment space (𝐻!
permutations for each round, balanced under P2) are coupled through the synonym channel into a Ω((𝐻!)2) candidate space. Crucially, by
Theorem 4 (zero-information / Vernam equivalence), every one of these candidates is exactly equiconsistent with the recorded transcript W. The
barrier is therefore not merely combinatorial but flat-amplitude: there is no statistic over the candidate space that the observer could compute to
distinguish one element from another, which is precisely the condition that defeats Grover amplification (Theorem 6).

script 𝑂 is exactly zero given context 𝐶. Moreover, the single-
generator predicate needed by frequency and correlation at-
tacks is indeterminate. Proof sketch. Equal-length secrets
generate the same number and shape of submitted synonyms.
Balanced foliation and private morphism uniformity make the
marginal transcript distribution identical for every 𝐾𝑗 . Since
the observer cannot determine whether two sessions used the
same secret or different secrets, aggregation has no stable gen-
erator to correlate against. In the ENI6MA example config-
uration discussed below, the equal-length family for this theo-
rem is an abstract triple (𝐾1, 𝐾2, 𝐾3) of length-6 secrets. An
additional length-12 secret lies outside the equal-length theo-
rem unless it is normalized, padded, or placed in a separate
equal-length family. Theorem 10 (Reverse-Accumulator
Soundness). In strict mode, a forger lacking every secret in
𝒦 is accepted by the reverse witness accumulator with proba-
bility at most

𝑚 ⋅ 𝐻−𝐿𝑅,
Equation Narrative: This represents the union-bounded
forgery probability for an active family of 𝑚 secrets, bounded
by 𝑚⋅𝐻−𝐿𝑅 where 𝐻 is the foliation cardinality, 𝐿 is the secret
length, and 𝑅 is the number of rounds. tightened under anti-
correlation assumptions to the stated family-amplified bound.
Proof sketch. The reverse accumulator tests each candidate

secret internally and emits only whether some score reaches
threshold. A union bound over 𝑚 secrets gives 𝑚𝐻−𝐿𝑅 in strict
mode. The anti-correlation condition reduces the adversary’s
usable predicate space because transcript families are not at-
tributable to a single generator. The matched-secret index re-
mains sealed, so acceptance does not reveal which candidate,
if any, matched.

The logical dependencies between our core lemmas and
theorems are illustrated in Figure 5, and an alternative proof-
lemma graph emphasizing the information-theoretic core is
given in Figure 17.

8.1 Unbounded Composition and the Anti-Unicity Prop-
erty
A perfect-secrecy primitive is only as valuable as its compo-
sition behavior. The OTP achieves perfect secrecy on a sin-
gle message but degenerates under composition: reuse of the
key collapses the guarantee, and the operational solution, fresh
keys per message, is precisely what makes the OTP impractical
for high-volume authentication traffic. The present architec-
ture handles composition through a different mechanism en-
tirely, one that does not require fresh secrets across sessions
and one that exhibits a property the OTP cannot: the inversion
of the unicity-distance dynamic.

The composition primitive is the fresh nonce triple: a per-
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Figure 16. Synonym masking from witness to bit. For each round 𝑡, the prover’s true leaf ℎ𝑧𝑡𝑟 is masked by the private morphism 𝜑 before it
reaches the wire; the observer sees only 𝜐𝑡

𝑟 , an element of a synonym vocabulary disjoint from both the public labels and the eigenvalue rings
(equation 4). Because 𝜑 is uniform over the 𝐻! bijections, the channel from leaf to synonym is a uniform double-stochastic mask, and the
recorded synonyms are statistically independent of the underlying leaf. The bit that finally leaves the SVE (𝑌 ) is a function of all sealed match
indicators, not of any individual synonym.

session injection of micro-timestamps, per-round entropy ℰ𝑗,𝑡 ,
and a regenerated geometric scaffold 𝐶𝜏. Each of these three
components contributes independent freshness. The micro-
timestamps bind every proof event to a unique moment in the
verifier’s clock; the per-round entropy reshuffles the manifold
projection on every round of every session; the scaffold regen-
eration ensures that the very geometry against which the prover
interacts is renewed each session. The freshness is structural at
three layers, not one, and crucially, the morphism 𝜑 itself need
not be refreshed for any of this to hold. This is the operational
substance of Axiom P4 and the source of Theorem 7’s replay
non-reusability property: the freshness has been moved off the
key and onto the session, which is exactly the relocation that
frees the construction from the OTP’s single-use constraint.

The composition behavior has a striking inverse property,
which we will call the anti-unicity property. In conventional
cryptography, the unicity distance, Shannon’s own measure of
how much ciphertext an attacker must accumulate before the
key is uniquely determined, is finite and breachable by accu-
mulation. Every additional intercepted ciphertext narrows the
candidate key space until, at the unicity distance, only one key
remains consistent with the observed traffic. The attacker’s
job is to wait for enough material. The present architecture in-
verts this dynamic entirely. Because each session’s transcript
is conditionally independent of the secret given the scaffold

(𝐼(𝐽; 𝑂 ∣ 𝐶) = 0), no amount of accumulation reduces the can-
didate set. An attacker who records ten transcripts and an at-
tacker who records ten million transcripts are in the same epis-
temic position: every secret in the family is equally consistent
with every transcript, and the joint distribution over multiple
sessions remains a product of uniform marginals.

The accumulation of data does not narrow the search space;
it merely confirms, with increasing statistical confidence, that
the channel contains no signal to extract. The architecture
moves trust from the hope that a calculation is difficult to invert
to the structural certainty that the communication channel
contains no extractable information, and that certainty is in-
variant under any future advance in computational power. The
per-character ledger view of this phenomenon is given in Fig-
ure 18, the ceremony-growth view in Figure 19, the pass/fail
accumulator structure in Figure 20, and the two-ledger separa-
tion in Figure 21.

9. Comparison and Parameters
Pairing-based primitives such as identity-based encryption, ag-
gregate signatures, and group signatures still publish struc-
tured hardness relations: the public artifact remains in-
vertibly related to hidden material under bilinear assump-
tions (Boneh–Franklin; Boneh–Boyen; Boneh–Gentry–Lynn–
Shacham; Boneh–Boyen–Shacham). The SAC/EHP/SVE
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Figure 17. Proof and lemma dependency graph (information-theoretic view). Lemma 3 (uniform synonym marginals) is the structural fixed point:
from it follow Theorems 4 (zero-information / Vernam equivalence), 5 (nested factorial reconstruction barrier), and 6 (flat-amplitude Grover
defense). Theorem 7 (replay non-reusability) is independent of the hiding chain and rests on session geometry plus nonce burn. Theorems 8–10
(forgery, multi-secret, reverse accumulator) build on Lemma 3 and on Theorem 4 to give bounded online forgery and union-bounded multi-secret
soundness.

ideal model targets a different objective—channel-level
𝐼(Hidden; 𝑂 ∣ 𝐶) = 0—rather than making those inversions
expensive.

The following comparison separates security basis, public-
record exposure, quantum posture, and replay behavior. Rep-
resentative parameters show the separation between hiding in
the scaffold and soundness in the proof interaction.

Choosing the Foliation Cardinality H

The foliation cardinality 𝐻 is selected at commitment or con-
figuration time, not fixed by the theory. A deployment chooses
𝐻 according to the desired security level, prover usability, al-
phabet balance, and carrier constraints. Larger 𝐻 increases
per-check online forgery resistance and enlarges the private
morphism space, but it can make a human carrier harder to
scan and can make alphabet balancing harder when ring sizes
are not multiples of 𝐻. Smaller 𝐻 may improve ergonomics
or display clarity, but requires compensating with larger 𝐿,
larger 𝑅, stricter rate limits, or a narrower operating context.
For example, 𝐻 = 6, 𝐿 = 7, 𝑅 = 10 gives a classical online
forgery floor 𝐻−𝐿𝑅 = 6−70 ≈ 2−181 and a Grover-bounded
floor 𝐻−𝐿𝑅/2 = 6−35 ≈ 2−90. Increasing 𝐻, 𝐿, or 𝑅 changes
soundness without changing the zero-information proof struc-
ture. Separately, 𝑛 = 128, 𝑘 = 4 gives 4128 = 2256 possible
selector paths in the public scaffold model, as illustrated in Fig-

ure 6.

Worked Concrete Example

To make the construction definite, take a small scaffold with
𝑛 = 4 positions and 𝑘 = 4 labels {𝐴, 𝐵, 𝐶, 𝐷} per position; the
public table ℱ therefore displays 𝑛×𝑘 = 16 values in the open.
Let the committer’s private path be 𝜎 = (𝐵, 𝐷, 𝐴, 𝐶), selecting
one label at each position. From ℱ alone an observer sees
all sixteen values but cannot tell which label is “true” at any
position; the number of equiconsistent paths is 𝑘𝑛 = 44 = 256,
and the unconditional min-entropy is 𝐻∞(𝜎 ∣ ℱ) = 𝑛 log2 𝑘 =
4 ⋅ 2 = 8 bits. At deployment scale (𝑛 = 128, 𝑘 = 4) the
same expression yields 256 bits, and the equiconsistent count
4128 ≈ 1077 is of the order of the number of atoms in the
observable universe.

For the proof of knowledge, fix 𝐻 = 6 hyperplane leaves
and draw a private morphism 𝜑 uniformly from the 𝐻! =
720 bijections onto a disjoint synonym vocabulary Σ =
{𝜐1, … , 𝜐6} satisfying Σ ∩ ℋ = ∅ and Σ ∩ 𝐴𝑗 = ∅ for every
eigenvalue ring 𝐴𝑗 . With 𝐿 = 7 trials per round over 𝑅 = 10
rounds, the forgery bound Pr[forge] ≤ 𝐻−𝐿𝑅 gives 6−70 ≈
2−181, while uniform synonym marginals make every one of
the 720 candidate morphisms produce an identical transcript
distribution. An eavesdropper who records the entire session
is left with the coupled barrier 𝑊recon = Ω((6!)2) ≈ 5.2 × 105
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Figure 18. Per-character ledger view of zero-information accumulation. For each emitted synonym, the observer’s private posterior over the
underlying leaf remains the uniform distribution on ℋ. Successive characters do not narrow this posterior because each is independently uniform
conditioned on the public challenge. The ledger of 𝐿𝑅 characters therefore records 𝐿𝑅 log2 𝐻 surface bits while contributing zero effective bits
about the secret, in exact analogy with Shannon’s per-symbol mutual-information accounting for an OTP transcript.

candidate pairs, every one of which is equally consistent with
what was recorded. The toy parameters already deliver 181
bits of classical and 90 bits of post-quantum security from a
layout small enough to be realized with physical cards on a
table.

Information-Theoretic Security and the P versus NP Ques-
tion

It is worth recalling how the appeal to computational complex-
ity arose, because the present construction represents a return
to an older and firmer standard. During the era of public-key
cryptography the security of a system was argued by showing
that an attack would require solving a problem in a class be-
lieved to be intractable. A function was said to belong to the
class P if it could be computed in time bounded by a polyno-
mial in the length of its input, and to the class NP if a pro-
posed solution could be verified in polynomial time. The great
open question, whether P = NP, remains unsettled, and the
security of the deployed systems rests, ultimately, on the be-
lief that certain problems lie outside P. The general cryptana-
lytic problem was observed to be no harder than NP, since a
key can be guessed nondeterministically and verified in poly-
nomial time, and certain cryptographic problems were shown
to be NP-complete. This was a powerful framework, but it pur-
chased its guarantees on credit: every such guarantee is contin-
gent on an unproven separation of complexity classes and on

the continued absence of a fast algorithm.
The present construction does not draw on the theory of

computational complexity at all. It draws instead on the theory
of communication, and specifically on Shannon’s result that
the mutual information 𝐼(𝑋; 𝑌) between a source 𝑋 and an ob-
servation 𝑌 is an upper bound on the rate at which any receiver
can learn about 𝑋 from 𝑌 . This bound is non-relativizing:
it holds for classical receivers, for quantum receivers, for re-
ceivers with oracle access to functions we believe to be un-
computable, and for receivers we have not yet imagined. It
does not assume a polynomial bound on the adversary, or any
resource bound whatever. When a channel is shaped so that
𝐼(𝜑; W) = 0, the bound on extractable information is zero, and
the impossibility of recovery is not a conjecture about complex-
ity classes but a theorem about channels.

This reframing has a direct bearing on the quantum ques-
tion. Two quantum algorithms threaten the deployed systems.
Shor’s algorithm efficiently solves the integer-factorization
and discrete-logarithm problems and so breaks RSA, finite-
field DH, and elliptic-curve systems by attacking the algebraic
group inversions on which they rest. The present construction
performs no algebraic group inversion; there is no modulus
to factor, no logarithm to compute, no curve point to invert.
Shor’s algorithm is therefore not resisted but rendered cate-
gorically inapplicable: it has no structure in the construction
to attach to. Grover’s algorithm provides a quadratic speed-up
for search problems equipped with an oracle that distinguishes
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Figure 19. Ceremony growth: classical and Grover-bounded forgery floors as functions of 𝐿𝑅 for representative 𝐻. The classical exponent grows
as 𝐿𝑅 log2 𝐻 and the Grover-bounded exponent halves it, confirming Theorem 8. The ceremony length is engineering-tunable independent of
the zero-information property: increasing 𝐿 or 𝑅 improves online forgery resistance without changing the structural absence of secret-relevant
information from the transcript.

Figure 20. Pass/fail accumulator schematic. Per-round match indica-
tors 𝑀𝑟,𝑡 are folded into a fixed-shape state 𝑎𝑖 = 𝐻(𝑎𝑖−1 ‖ 𝑀𝑖) inside
the SVE. The final indicator 𝑌 = 1{Λ = 1} is the only quantity that
crosses the sealed boundary; constant-time comparison ensures that
a mismatch at the first position produces an output indistinguishable
from a mismatch at the last position.

a target from a non-target. For the task of forging an accepting
transcript, Grover halves the security exponent, from 𝐻−𝐿𝑅 to
𝐻−𝐿𝑅/2, and this is compensated simply by doubling the round
count. For the task of recovering the morphism, Grover obtains
no advantage at all, because the oracle it would amplify is flat:
by Lemma 3 every candidate morphism produces the same ob-
servable statistics, so the oracle returns the same value for all

Figure 21. Two ledgers, two roles. The public nonce ledger is read–
write at the verifier and read-only to the world; it stores nonce_uuid,
𝜏, reserve receipts, and burn status. The internal SVE ledger is sealed;
it stores per-round match bits and accumulator state. Public visibil-
ity cannot reserve, consume, or inspect the internal ledger, and inter-
nal state never leaks to the public ledger. The separation is a struc-
tural prerequisite for Theorem 7 (replay non-reusability) and for the
residue-only property of Definition 8.
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Primitive Security basis
Secret in public

data? Shor relevance Grover relevance Replay model

RSA / finite-field
DH

factoring or discrete
log hardness

Yes Breaks core
assumption

Mild search speedup External protocol
layer

Elliptic-curve
systems

EC discrete log
hardness

Yes Breaks core
assumption

Mild search speedup External protocol
layer

Lattice / hash PQC assumed
post-quantum
hardness

Yes, computationally
hidden

No known direct
break

Parameter impact External protocol
layer

Conventional
ZK/SNARK
authentication

algebraic proof
soundness and setup
assumptions

Transcript carries
proof structure

Depends on
curve/setup

Parameter impact Usually
application-level
nonce

Vernam OTP information-
theoretic key
uniformity

No Inapplicable Inapplicable Single-use key
axiom

SAC/EHP/SVE ideal
model

information-
theoretic channel
shape

No under P1-P3 No group inversion
target

No
morphism-recovery
signal; online
forgery exponent
halves

Session geometry
plus nonce freshness

Parameter family Symbol Example Security role Ideal condition

SAC coordinates 𝑛 128 Path ambiguity 𝑛 log2 𝑘 ≥ 𝜆
Labels per coordinate 𝑘 4 Hiding entropy Uniform public display
Hyperplane leaves 𝐻 Chosen configuration,

e.g. 6 or 8
Per-check soundness and
morphism space

Balanced leaves

Secret length 𝐿 6 to 64 Number of position
checks

Equal-length family for
multi-secret

Rounds 𝑅 4 to 10 Repeated checking Fresh geometry per round
Balance deviation Δ/𝜅 0 ideal Leakage budget Δ = 0 exact
Nonce freshness 𝜏 microsecond timestamp

plus UUID
Replay non-reusability Burn before validation

𝐻! candidates, the amplitude rotation is zero, and the quantum
search collapses to classical behaviour over a space whose ele-
ments are in any case equiconsistent. Grover requires a signal
to amplify; the construction denies it one.

10. Engineering Embodiment and Caveats
The reference verification pipeline specifications give an
engineering embodiment of the proof lifecycle. Ideal
SAC/EHP/SVE claims are distinct from deployment obliga-
tions: a deployed service must enforce nonce_uuid and 𝜏 bind-
ing, proof payload tiers, reserve/burn lifecycle, and constant-
time verification at every boundary. Under P1-P4, balanced
foliation, private morphism secrecy, sealed residue-only veri-
fication, and fresh session geometry, the observable transcript
is zero-information; deployment earns that approximation only
when those contracts hold.

Worked ENI6MA Codebook Example

The compiled-circuit reference architecture describes a com-
piled Rust circuit whose private configuration, entropy pool,
zone mappings, hyperplane count, and bearing labels are em-
bedded at build time, with the cloud acting as a factory rather
than a vault. It also summarizes six operational variants of the

same proof core: Standard, Hybrid, Sovereign, Tunnel P2P,
Tunnel Proxy, and A2A Oscillation. The worked codebook ex-
ample here uses the Standard circuit vocabulary only to instan-
tiate the paper’s abstract carrier model; the variant list is an
implementation taxonomy, not a theoretical restriction on 𝐻.
The example private configuration contains three public alpha-
bet rings: an uppercase/symbol ring, a lowercase/symbol ring,
and a digit/symbol ring. In that file, hyperplane_count is set
to 6, so this example uses 𝐻 = 6 as its chosen configuration.
This does not make six leaves a constant of the SAC/EHP/SVE
theory. A different commitment or circuit configuration may
choose a different 𝐻 if its alphabet balance, usability, and car-
rier geometry support it. For each session, the codebook gen-
erator derives a challenge from the timestamp 𝜏 and entropy-
bearing configuration, computes modulo rotation offsets for
each ring, and renders the rotated alphabets as concentric rings.
Each rotated ring is foliated into 𝐻 zones, matching the formal
equations 𝐴(𝑡)

𝑗 = Rotate(𝐴𝑗 , 𝑜𝑗,𝑡) and 𝐴(𝑡)
𝑗 = 𝑍(𝑡)

𝑗,1 ⊔ ⋯ ⊔ 𝑍(𝑡)
𝑗,𝐻 .

The generated sheet is a public carrier for the challenge geom-
etry. It is not the private morphism 𝜑, does not reveal 𝜎, and
does not prove secrecy by itself; secrecy depends on the car-
rier preserving the public/hidden split and on SVE verification
remaining residue-only, as illustrated in Figure 22 and the cor-
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responding hyperplane collapse in Figure 7.
The example carrier is produced by a sheet generator that

takes the private configuration, session timestamp 𝜏, chosen
hyperplane count 𝐻, layout, rendering mode, and label style,
then emits a public visual sheet of the challenge geometry. The
sheet is illustrative carrier material for the worked example; it
is not a proof artifact and does not by itself establish secrecy.
The challenge lifecycle is reserve, challenge, respond, validate.
A registry asks a ledger to reserve a nonce. The ledger returns
nonce_uuid, 𝜏, and a reserve receipt. The circuit produces
a challenge bound to 𝜏. The user or client produces a proof
payload, preferably minimal: 𝜏, bearings, and a proof hash or
circuit hash rather than witness internals. Validation begins by
burning the nonce through the ledger. If the nonce is already
spent, expired, or has a mismatched 𝜏, validation stops with
replay, expiry, or mismatch status. Only after a successful burn
does the registry run validate-proof.

This burn-before-validate ordering matters. If validation
ran first and burn happened second, a race could admit mul-
tiple attempts against the same geometry. If error messages
exposed per-round failures, the SVE would become an oracle.
If proof payloads carried zone numbers, witness sets, or hid-
den geometry, the payload would defeat the transcript-silence
goal. If timing varied by first mismatch index, the sealed ac-
cumulator would leak structure. Following the classical dis-
cipline that cryptographic protocols must be checked against
fault and implementation leakage, SVE sealing and constant-
time comparison are obligations, not optional hardening. The
implementation therefore has obligations that parallel the for-
mal definitions, as illustrated in Figure 25:

The proof payload documentation distinguishes minimal
and full formats. For this whitepaper’s theory, the minimal
format is the cleanest expression of the observable channel: it
carries public validation facts, 𝜏, circuit hash or proof hash,
and submitted bearings. A full proof format may be needed for
compatibility or audit, but every added field must be audited
for whether it is public context, sealed state, or unintended wit-
ness leakage.

The observer-bit model sharpens the caveat. An observer
can record a positive number of surface bits: screen geom-
etry, bearings, timestamps, public verdicts, and ledger meta-
data. The ideal claim is not that the observer records nothing.
It is that the recorded variables are independent of the hidden
variables relevant to recovery. In the implementation, this be-
comes a measurable leakage budget. System tests should check
uniform bearing distributions, rejection behavior under replay,
fixed response shape, timing stability, and absence of hidden
fields in payloads.

11. Historical Perspective
The construction can be read as a continuation of a long mi-
gration. Classical secret systems hid the method. Kerck-
hoffs moved security toward hidden keys with public meth-
ods. Public-key cryptography moved even more material into
the public record, leaving only a trapdoor secret. Pairing-era

constructions (IBE, selective-ID IBE, aggregate and group sig-
natures) further enriched what a public artifact can do, yet
still encode structured invertibility under bilinear hardness.
The present work asks whether, for commitment and proof of
knowledge, the public record can be made still less dangerous:
not merely public but non-informative about the hidden state,
aiming at 𝐼(Hidden; 𝑂 ∣ 𝐶) = 0 rather than harder inversions.
This historical migration is summarized in Figure 26.

The Enigma lesson is useful because it was not only a story
about key-space size. The machine’s operational weaknesses
mattered, but the deeper cryptographic failure was structural
betrayal. The output retained regularities that pointed back to-
ward the hidden rotor state. Public-key artifacts do not betray
through letter frequencies, but they retain a different structural
relation: the public value determines the private value under
an inverse relation, and security is the cost of computing that
inverse. In long-horizon settings, that is still a kind of betrayal,
delayed by complexity.

The SAC/EHP/SVE design removes the inverse relation
from the recorded channel. The scaffold shows all paths. The
synonym channel makes every emitted symbol equally likely
under every hidden leaf. The SVE denies the observer an or-
acle. Session freshness makes the event non-reusable. The
result belongs to the same family of conceptual moves as
Shannon’s perfect secrecy and Diffie-Hellman’s public-key ex-
change: instead of optimizing an old attack surface, it changes
the surface.

The burden is operational: balance must be real; the mor-
phism must stay private; the verifier must be sealed; the nonce
lifecycle must be atomic; the carrier must preserve label ac-
cessibility and eigenvalue detectability while concealing the
morphism. Ideal-channel theorems do not cover compromised
endpoints, malicious verifiers, or leaked configuration. Where
the ideal proof ends, the engineering checklist begins.

The medium-independence of the construction has no par-
allel in the prior history. Cryptography has always been bound
to its substrate: the rotor machine to its gears, the public-key
system to its arithmetic. The present construction depends
only on three projection invariants, namely that the public la-
bels remain readable, that the value rings remain detectable,
and that the private morphism remains concealed; any phys-
ical medium that can satisfy those three invariants is a valid
carrier. The same protocol, with the same parameters and the
same security argument, can be carried by a deck of cards on a
glass table, by a wheel turning under a pointer, by a hologram,
by an acoustic signal, or by software on silicon. A commitment
may thus be archived in physical form, a printed card sealed in
a safe, and verified a hundred years hence by the same protocol
on whatever substrate then exists, long after the computational
cryptography of today has been broken. This carrier-agnostic
property is illustrated in Figure 27 and the corresponding me-
chanical embodiment in Figure 28.
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Figure 22. ENI6MA Codebook Sheet Carrier (Public/Private Boundary). The left panel renders the public carrier sheet exactly as the observer
sees it: three concentric rings (uppercase/symbols, lowercase/symbols, digits/symbols) each presented as a cyclic group of order 𝐻 wedges,
with per-ring offsets Δ0, Δ1, Δ2 defining the session rotation. The right panel shows the sealed boundary that the observer cannot cross: the
private morphism 𝜑 ∶ (Σ0 × Σ1 × Σ2) → 𝑀 induces the rotations and the synonym mapping, but lives entirely outside the observable surface.
The observer perceives only zone indices (bearings) or synonyms on the sheet – equivalence classes within zones, with no knowledge of 𝜑.
This is the operational embodiment of P1 (path-completeness) and P2 (uniform private synonyms): the carrier displays every legal path while
concealing which one is being walked.

12. Applications and Future Directions
The ideal model is carrier-agnostic. The following sketches
are engineering deployments that inherit P1–P4 only when bal-
ance, morphism secrecy, SVE sealing, and session freshness
are enforced.

Human authentication. Passwordless login, step-up verifi-
cation, and kiosk or shoulder-surfing settings benefit from a
public scaffold that displays every path while responses remain
private synonyms. Surface bits may be filmed; effective mu-
tual information about the secret stays zero under the ideal hy-
potheses.

API and service mesh. One-shot request authentication
binds each call to a fresh nonce and geometry. Replay
is stopped by burn-before-validate rather than by long-lived
bearer tokens that encode recoverable secrets.

Agentic / MCP / A2A. Agents and tool routers can prove
authorization without serializing hidden configuration into the
transcript. Policy context binds to 𝜏; sealed verification emits
only an event bit suitable for audit ledgers.

Enterprise / finance. High-assurance workflows use equal-
length secret families, rate-limited online forgery bounds, and
residue-only verdicts so that monitoring logs do not become
oracles.

IoT / edge / OT. Constrained devices and air-gapped code-
book carriers instantiate the same manifold on printed or me-
chanical media. Carrier substitution is valid only when label
accessibility, detectability, and morphism concealment hold.

Healthcare / regulated. Regulated environments require
auditable acceptance events without exposing patient- or
operator-side secrets in the public record. Minimal proof pay-
loads and sealed verifiers align with that constraint.

Media / creative. Visual and interactive carriers (boards,
wheels, holographic or UI manifolds) can present rich public
geometry while keeping the synonym morphism offline.

Research agenda. Open directions include composition the-
orems under leakage budgets 𝜀𝑋 , human-factors choice of 𝐻,
multi-party SAC, and using post-quantum primitives strictly as
a binding layer orthogonal to channel-level hiding.

21



New Dimensions in Cryptography

Formal requirement ENI6MA-facing obligation Failure mode if violated

SVE emits one bit Return fixed-shape PASS/FAIL outcome Per-round oracle leakage
Session freshness Bind challenge and proof to nonce_uuid and

𝜏
Replay or cross-session confusion

Burn before validate Consume nonce before circuit execution Race-enabled replay
Minimal transcript Payload contains bearings and hashes, not

witness internals
Hidden state serialized into public record

Constant-time checks No mismatch-index timing or branch leakage Side-channel correlation
Public/hidden split Keep cypher_config, morphism, and

entropy sealed
Morphism recovery by configuration
exposure

Figure 23. The ENI6MA paper print challenge interface. A physical/printed sheet plus transparent overlay card realizes the EHP/SVE protocol
in a zero-connectivity environment: the alphabet rings are printed in the open, the per-session rotation offsets are inscribed on a transparent
overlay that the prover lays over the sheet, and the prover’s response is the synonym written for each round. The same security parameters
as in the digital embodiment apply, demonstrating that the protocol is medium-independent and survives in environments without electronic
infrastructure.

13. Conclusion
The unified New Dimensions / Rosario / ENI6MA thesis is
simple: a cryptographic proof transcript need not contain a
recoverable form of the secret. In the ideal SAC/EHP/SVE
model, the public scaffold contains every path, the private mor-
phism makes visible responses uniform, the SVE emits only
one event bit, and session freshness prevents reuse. The ob-
server receives surface bits but zero effective bits about the
hidden state. This is the sense in which the construction is
Vernam-equivalent at the channel level, while obtaining replay
behavior through a different mechanism than the OTP’s single-
use key axiom.

The formal model supplies definitions and bounds; the
ENI6MA embodiment supplies a deployment vocabulary. A
deployed system must demonstrate minimal payloads, burn-
before-validate ledger behavior, 𝜏 binding, residue-only ver-
dicts, controlled timing, and sealed configuration. When those

obligations hold, the construction offers channel-level confi-
dence: not that inversion remains expensive, but that the tran-
script carries no signal to invert. A summary of the unified
picture is given in Figure 29.
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Appendix A. Notation
The symbols used throughout the manuscript are collected in
Table 1. The notation distinguishes public objects (scaffold ℱ,
label set 𝐿, hyperplane labels ℋ) from private objects (selec-
tor path 𝜎, morphism 𝜑, witness sets 𝑊 𝑡

𝑖 ) and identifies the
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Figure 24. Multi-verifier quorum and threshold accumulator. A 𝑘-of-𝑛 threshold verifier topology: each independent SVE emits a binary residue,
and a binomial threshold gate accepts if and only if at least 𝑘 residues are unity. The construction preserves the residue-only property at the
verifier-quorum level: the public output is still a single bit, the per-verifier residues are sealed inside their respective SVEs, and the threshold
parameter 𝑘 is public context. Multi-verifier quorum is therefore an architectural lever that does not weaken the zero-information property of
any individual verifier.

session-bound parameters that govern freshness and structural
balance.

Appendix B. Proof Details
B.1 Uniform synonym calculation. Fix a leaf ℎ𝑖 and synonym
𝜐𝑘 . The number of bijections 𝜑 ∶ ℋ → Σ satisfying 𝜑(ℎ𝑖) =
𝜐𝑘 is (𝐻 −1)!. The total number of bijections is 𝐻!. Therefore

Pr[𝜑(ℎ𝑖) = 𝜐𝑘] = (𝐻 − 1)!
𝐻! = 1

𝐻 .
Equation Narrative: This equation calculates the uniform

mapping probability of the morphism 𝜑 mapping a leaf label
ℎ𝑖 to a synonym 𝜐𝑘 , which simplifies to (𝐻 − 1)!/𝐻! = 1/𝐻
under uniform selection over all 𝐻! bijections.

Because balanced foliation removes leaf-size bias, condi-
tioning on the public challenge does not alter the marginal.

B.2 Zero mutual information. If W consists of 𝐿𝑅 inde-
pendent uniform synonyms conditioned on 𝐶, then 𝐻(W ∣
𝐶) = 𝐿𝑅 log2 𝐻. If conditioning additionally on 𝜑 does
not change the distribution seen by the observer because the
true leaf remains hidden and balanced, then 𝐻(W ∣ 𝜑, 𝐶) =
𝐿𝑅 log2 𝐻. Their difference is zero. Practical imbalance re-
places the equality with a leakage term.

B.3 Replay non-reusability. The session relation verified
by SVE is indexed by 𝜏. A transcript valid for relation 𝑅𝜏
is not generally a member of 𝑅𝜏′ . In the ideal type model
𝑅𝜏 ∩ 𝑅𝜏′ = ∅ for 𝜏 ≠ 𝜏′. In a deployed probabilistic model,
the intersection probability is bounded by the entropy and col-

lision properties of the geometry derivation plus the atomicity
of nonce burn.

B.4 Reverse accumulator. In strict mode the acceptance
predicate is max𝑗 Score(𝐾𝑗) = 𝐿𝑅. Without any 𝐾𝑗 , the ad-
versary guesses a correct leaf for each check with probability
𝐻−𝐿𝑅 for each candidate. A union bound gives 𝑚𝐻−𝐿𝑅. The
sealed index 𝐽⋆ prevents the acceptance event from becoming
a side channel over which candidate was closest.

Appendix C. Figure Index
1. The Relocation Thesis — computational public artifacts

versus zero-information channel shaping.
2. SAC-EHP-SVE Layering — public scaffold, synonym

proof, sealed event bit.
3. Four Pillars Dependency Graph — P1–P4 and their log-

ical dependencies.
4. Theorem Dependency Graph — main lemmas and theo-

rems.
5. Security Parameter Surface — how 𝐻, 𝐿, and 𝑅 set

forgery exponents.
6. ENI6MA Codebook Sheet Carrier — public challenge

geometry with private morphism sealed.
7. ENI6MA Reserve-Challenge-Burn-Validate Lifecycle

— nonce lifecycle and replay stop.
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Figure 25. ENI6MA Reserve-Challenge-Burn-Validate Lifecycle: Explain the deployed nonce lifecycle and where replay is stopped, highlight-
ing that burn occurs before validation.

Table 1. Appendix A. Notation reference.

Symbol Meaning Symbol Meaning

ℱ Public structured ambiguity scaffold 𝐻 Number of hyperplane leaves
𝐼 Coordinate set {1, … , 𝑛} 𝐿, 𝑅 Secret length / checks per round and number of rounds
𝐿 Public label set of size 𝑘 𝐸, 𝜏, 𝜌, Θ Session entropy, freshness coordinate, salt, and structural

parameters
𝜎 Private selector path 𝐼 → 𝐿 𝑊 𝑡

𝑖 Witness set in leaf 𝑖 at round 𝑡
𝑠𝜎 Induced section selected by 𝜎 W Submitted witness synonym array
𝐷 Binding tag 𝑂 Observable transcript
𝒮(ℱ) Ambiguity class of scaffold sections 𝐶 Public context or challenge
ℋ Public hyperplane-label set 𝑌 Final event-validity bit
Σ Disjoint synonym vocabulary 𝒦 Secret family (𝐾1, … , 𝐾𝑚)
𝜑 Private bijective morphism ℋ → Σ 𝐽 Active secret index

RWA Reverse witness accumulator

Appendix D. Implementation Constraints Checklist

Constraint Required audit evidence

Path-complete scaffold Enumerate legal paths or prove
construction covers them

Balanced foliation Show exact counts or bounded
Δ/𝜅

Private morphism secrecy Confirm no payload, log, UI
artifact, or config leak exposes 𝜑

Residue-only SVE Verify no per-round diagnostics
leave the sealed boundary

Constant-time verification Measure timing across
first-failure, last-failure, and
pass cases

Nonce reserve/burn Demonstrate 409/410 behavior
on replay and expiry

𝜏 binding Show mismatch rejection before
circuit validation

Payload minimality Confirm public payload contains
no witness internals

Ledger read/write separation Confirm public visibility cannot
reserve or consume nonces

Appendix E. Parameter Examples and Audit Scenarios
The parameter tables in the body state the formulas; this ap-
pendix gives three audit scenarios that make those formulas
operational. In each scenario, 𝐻 is selected at commitment
or configuration time and then audited against security level,
usability, alphabet balance, and carrier constraints.

Scenario 1: Demonstration carrier. A small classroom
or tabletop demonstration may use 𝐻 = 4, 𝐿 = 8, and 𝑅 = 2.
The classical online forgery exponent is 𝐿𝑅 log2 𝐻 = 32 bits,
which is enough to show protocol mechanics but not enough
for production authentication. The audit question in this set-
ting is pedagogical: do observers see all paths, do all leaves
have equal size, and does the response alphabet remain disjoint
from the public labels? A demonstration may deliberately ex-
pose the morphism after the exercise to teach the construction,
but that exposure should be labeled as didactic and outside the
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Figure 26. Cryptographic migration from hidden methods to hidden channels. Caesar/classical: hide the method. Kerckhoffs/rotor (Enigma):
publish the method, hide the key. Diffie–Hellman / RSA / EC: publish the public value, hide the trapdoor. Lattice / hash PQC: substitute
a post-quantum hardness assumption. Shannon (one-time pad): use information-theoretic key uniformity. SAC/EHP/SVE (this work): use
information-theoretic channel shaping; the secret is absent from the recorded transcript by construction. Each step decreases the portion of the
system that has to be protected from public view; the present construction reaches the limit at which the secret is not in the public data at all.

security claim.
Scenario 2: Human-scale strong authentication. A prac-

tical low-friction ceremony might choose 𝐻 = 6, 𝐿 = 7, and
𝑅 = 10 at configuration time, yielding approximately 181 clas-
sical bits and 90 Grover-bounded bits against online forgery.
This particular 𝐻 = 6 configuration can fit human directional
or color vocabularies while preserving a nontrivial 6! mor-
phism space, but another carrier could choose a different 𝐻.
The audit focus shifts from arithmetic to ergonomics and leak-
age: can the user reliably detect witness membership, do failed
attempts take the same shape and time as successful attempts,
and does every replay return a ledger-level 409 or 410 before
circuit validation begins?

Scenario 3: Machine or agent authorization. A machine-
to-machine or high-assurance agent workflow can raise 𝐿 and
𝑅 because the prover is not constrained by human scanning
speed. For example, 𝐻 = 8, 𝐿 = 64, and 𝑅 = 4 gives
𝐿𝑅 log2 𝐻 = 768 classical bits before online-rate limits and
policy controls. In such a setting the main risk is not the com-
binatorial bound but boundary discipline: whether the agent’s
sealed configuration is protected, whether policy context is
bound to the nonce, whether logs redact hidden substrate, and
whether proof-of-record endpoints remain read-only.

Across all scenarios, the same sanity checks apply. First,
hiding and soundness are distinct. Increasing 𝐻, 𝐿, or 𝑅 im-
proves online forgery resistance but does not repair a public
scaffold that leaks 𝜎. Second, balance is not optional. A
beautiful UI with unequal chamber populations is not a zero-
information channel; it is a biased channel with a leakage bud-

get. Third, replay defense is not a final if statement. The
nonce must be reserved before challenge generation, bound
into the proof, consumed before validation, and made visible
only through read-only status after the fact.

Audit checklist, in order: (1) every legal secret path remains
present in the public projection; (2) synonym marginals are
uniform under the public context; (3) the SVE reveals only a
nonce-scoped event bit; (4) the nonce lifecycle makes captured
transcripts unusable after the event. Failure on any item means
the deployment does not satisfy the ideal SAC/EHP/SVE zero-
information theorem.

Appendix F. Application Sketches

Setting Threat sketch Binding pillars

Human
authentication

Shoulder-surfing,
camera capture of
bearings, replay of
filmed sessions

P1–P3 for transcript
silence; P4 + burn
for replay; SVE
residue-only

API / service mesh Stolen bearer tokens,
request replay, log
scraping

P4 nonce lifecycle;
minimal payload;
SVE one-bit
outcome

Agentic / MCP /
A2A

Prompt/tool
transcript leakage,
cross-session reuse

Sealed config; 𝜏
policy binding; P2
synonym uniformity

Edge / OT / air-gap Physical carrier
theft, offline forgery
attempts

Carrier invariants;
online rate limits;
P1
path-completeness
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Figure 27. Carrier-agnostic projection. The same mathematical manifold ℳ projects onto physical carriers (printed cards, mechanical wheels,
holographic grids, acoustic signals, or digital silicon) while preserving the three invariants: label accessibility, eigenvalue detectability, and
morphism concealment. Security is therefore a property of the projection, not of the medium.

Appendix G. Related Cryptographic Landscape

Family Typical
objective

Secret relation
to public data

Contrast with
SAC/EHP/SVE

Vernam OTP Message
secrecy
𝐼(𝑀; 𝐶) = 0

None under
one-time key

Same
Shannon
shape;
different
mechanism

Conventional
ZK

Prove a
relation
without
revealing the
witness

Transcript
carries proof
structure

Different goal;
SAC/EHP/SVE
minimizes
secret-relevant
transcript bits

IBE /
selective-ID
IBE /
aggregate–
group
signatures

Identity
encryption,
aggregate
signatures,
group
signatures

Public
artifacts
encode
bilinear
hardness /
invertibility

Computational
public-record
crypto; not
channel-level
𝐼 = 0

PQC KEM Key
establishment
under
post-quantum
assumptions

Computationally
hidden shared
secret

Useful as
optional
binding layer;
not a
substitute for
P1–P3 hiding

SAC/EHP/SVE Authentication
/ PoK with
𝐼(Hidden; 𝑂 ∣
𝐶) = 0

No under
P1–P3 +
sealing

Ideal model +
deployment
obligations

Appendix H. Glossary

Term Meaning

Surface bits Recordable transcript entropy
(bearings, metadata, verdict
visibility)

Effective bits Mutual information between
hidden state and observations

Path-complete scaffold Public ℱ that displays every
legal selector path

Synonym morphism Private bijection 𝜑 ∶ ℋ → Σ
used in responses

Sealed verifier (SVE) Verifier that emits only a
nonce-scoped event bit 𝑌

Observer-bit budget Positive surface entropy with
zero effective leakage under
ideal hypotheses

Foliation cardinality 𝐻 Number of balanced hyperplane
leaves / synonym alphabet size

Burn-before-validate Consume nonce before circuit
validation to stop replay races
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Figure 28. Mechanical wheel/rotor verifier. A purely mechanical embodiment of the EHP/SVE protocol: concentric rotating wheels carry the
public alphabet rings, a pointer indexes the private leaf the prover selected, and a flywheel-driven entropy source supplies session randomness.
The same security parameters that govern the digital embodiment apply unchanged, demonstrating the carrier-agnostic property in concrete
physical form.

quantum primitives.
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Figure 29. Unified summary of the New Dimensions construction. SAC supplies path ambiguity (𝑘𝑛 equiconsistent paths under the public
scaffold), EHP supplies session foliation and synonym channelization (uniform marginals over 𝐻! morphisms), and SVE supplies sealed residue-
only verification (one event bit). Together they realize the four pillars P1–P4 and yield the channel-level Vernam equivalence 𝐼(Hidden; 𝑂 ∣
𝐶) = 0. The engineering surface (nonce ledger, burn-before-validate, constant-time comparison, payload minimality) earns the approximation
in deployment.
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